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TOP FIVE CEO WIRE FRAUD ATTACKS

FBI: $2.3 Billion in BEC* Losses
270% 14,000+ 11%

Increase in Business Email Number of victims the FBI Number of U.S. companies
Compromise (BEC*) attacks reports who have reported BEC that say attackers have sent
reported by the FBI from Jan. them a wire fraud email**
2015 through Mar. 2016

Prew - [H-| W | X - -4 R POl g
-~ Request from CEO
Subject: Immediate Wire Transfer

https://blog.cloudmark.com/2016/04/14/the-top-5-email-wire-fraud-email-attacks-
rising-in-frequency-increasing-in-financial-losses/
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(%4

gANA1Y U5ednU W.A. 2559 (ThaiCERT)

A0

ETDA &) ThaiCERT

w s E) Thailand Computer Emergency Response Team
www.etda.or.th a member of ETDA

wINMAAEANAIN  A3NSSH  wAVdauuavdauuzin  anaswauns  usans  AulgaviiAsdas Asduinaadse

gdfnaanaIN
apaddnuanaui 2559 v

v gdasuanau Usedril w.a. 2559

Usznnnuanaiu / eau Q. | AW, | H.a. | By | Wea. | G | nA. | 6. | DAL | a.A. | W, | 5.8 573
Abusive content 0 0 0 0 0 0 0 0 0
Availability 0 0 0 0 0 0 0 0 0
Fraud 98 95 66 73 164 | 125 | 104 | 52 777
Information gathering 0 0 0 0 0 0 0 0 0
Information security 0 0 0 0 0 0 0 0 0
Intrusion Attempts 35 39 36 62 69 70 59 82 452
Intrusions 175 51 122 96 53 4 158 | 60 759
— Malicious code 97 123 80 104 168 | 167 | 49 14 802
‘ Other 0 0 0 0 0 0 0 0 0
i 523 405 | 308 | 304 | 335 | 454 | 406 | 370 | 208 2790
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d0nnNaANAIY (ETDA)

10 Riskiest
Countries

[T
:I_INDOI\IESIA CHII\IA

APHILIPPINE“ SMALAHA 6|NDIA MEKICO UAE mw,am HONG KONG

AILAND

fiu1 : Sophos: Threat exposure rate (TER): Measured as the percentage of PCs that experienced a malware attack,
whether successful or Tailed, over a three month period - Souce: Security Threat Report 2013

Thailand Cybersecurity Ranking 2013

MALAYSIA SINGAPORE

THA”_AND 46 INDONESIA SO PHILIPPINES
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Cyber Crime. Why Small Businesses Can Lose Big

Whether you run a florist shop, a courier service or a small manufacturing business, you're an
attractive target to cyber criminals. You've also got a lot to protect: an estimated 40% of a
small business's worth is derived from the information it owns.'

Take a stroll down the street to learn where you're vulnerable and what you can do about it.

i

> | h -

®
CUSTOMER RECORDS #
| | S| ¥ g
|*L EMPLOYEE INFORMATION | COMPANY BANKING INFD T

AN

SERVERS

2o |
COMPUTER ACCESS *|

s \sp
TR

(T R, )

_—
1

¥ e

O e
3 do businesses fa

Viruses,
Worms,
Trojans
of small businesses

believe a cyber attack

would have a serious impact.

P Web-
= S based
i o
,‘_‘ J,] : Attacks
AU/, of small
")D 'Y _businesses
don't think that they're of all cyber attacks : Stolen
targets of cyber crime. 40[]/0 in 2011 were on ! Malicious payices XX
o small to medium Phishing Code
e sized businesses. & Social  Malicious 290/, 44%
'x#,—,[ Engineering Insiders 2 0
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Cyber Crime. Why Small Businesses Can Lose Big

((5))

100%

80%

60%

40%

20%

breaches and data
loss occurred as a
result of mobile
devices

é of Canadian security

Payment
Card Numbers

of Canadian
of mobile <<<4.5%>>> 4& ::‘fienzsiiz‘?:n't

devices lost device usage
contained sensitive of Canadian Yi g

or confidential employees avoid / policy.
information N or turn off security K

d A features on <
{x\ mobile devices /4\

ﬁ/e\u

& Data Authentication

Credentials

Copyrighted &

% Trademarked Medical Classified Bank

sgnge] Materials Records Information  Account

Personal
Information

What are the consequences of losing information?

i [

Y Lost

Customers ] Damage to
| The Brand

LARGER BUSINESSES

per capita cost =$284

it
y |

3%

Decreased
Revenue

AR

Increased
Expenses

XX

Q

KXXXXX

2

XXX

SMALLER BUSINESSES

$1,088
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The Underground E-economy: Cyber Crime Exposed

11T Know how to protect yourself online.
et Be wary of emails from financial institutions and other

///"_a\ | 1] ‘ organizations that ask for your personal information. If in
\YA;:ELINGLY ). / /* : r j EVEN R doubt, call the companY to verify the emai.I.
?HfRE,m {‘ T1 = SE?'S:EEES * Don't use your credit ca|rd num'ber o.nlm.e unless you
oot - — e know the compa .ny you're dealing with is reputable
Aod semtimes gy ‘ and the website is secure.
‘ * Set different passwords for all the websites you use.
BOTNETS [ :' ?P.'QR:‘?R?“ And don't forget to update your antivirus software
TR o 8¢ i o8
e L RPN 55000 Y
}L:::‘z“g?i;ﬁu =LA 7, Keep your info qut of the Underground E-'economy.
the omness.realng & ‘ S 5 MiLLION * Be careful with sharing your personal information
et like your cell number, address, workplace and social
- insurance number (SIN). Your SIN number is virtually
ARRER : a key to your identity and credit reports.
B0 s . 0= S iasd aig * Keep your social media profiles private. Cyber
i ' ﬂ;‘ T a s ol criminals scan them for your personal information.
*  Visit Getcybersafe.gc.ca for more tips on how to
iy protect your personal information online.
- - g

0 i = PINI, PATHUMWAN, BANGKOK 10330 THAILAND g
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Securing Mail Servers and Content (NIST 800-45)

Guidelines on Electronic Mail Security

60% of SMBs out of
Business within 6 Months

Post Breach

National Institute of
Standards and Technology
Technology Administration

U.S. Department of Commerce

* % %
& PROACTIVE

S

) Litigation Settlement Requires:
1. Designate dedicated data-security personnel

R 2. Identify “material internal and external risks”

3. Implement “reasonable safeguards” to control risks
g. Develop “reasonable steps” to select secure vendors
33% g . Evaluate,
Drop in Sales

AGCTAY.
») ®
Average $5.4 .

Million in Costs

Your Company is
Breached

itor & adjust regularly over 20-year period

Proactive Cyber Security Requires:
1. Retaining or hiring qualified professionals
2.C o annugl ?isk o tly

3. Acﬁvelg auditing and assessing the business
4. Evaluating governance, risk and compliance of support vendors annually
5. Evaluate, monitor and adjust governance, risk and compliance proactively
6. Costs less than one FTE to be proactive

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND
TEL +66 0 2650 5771 FAX +66 0 2650 5776

http://www.acisonline.net
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Timeline of high profile breaches in 2015
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Member States Public/Private
Third Parties Sector Open CERTs
Sources
Sf t
uppor
%,
EC3 Strategy 7 06, Send information Send information
EC3 Operations & \%,
)
+ %
Support Enrich 2

A Helpdesk CERT

Intelligence Coordination

Cyber Intelligence Team
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TEEN WHO HACRED CIA
DIRECTOR™S EMAIL TELLS HOW
HEDID IT

CIA director John Brennan. (O] CHRIS MADDALONI/AP

A HACKER WHO claims to have broken into the AOL account
of CIA Director John Brennan says he obtained access by
posing as a Verizon worker to trick another employee into

SRLTRCNSESENE L SSSP SR Rs TR SRRV ARSI

https://www.wired.com/2015/10/hacker-who-broke-into-cia-director-john-brennan-email-tells-how-he-did-it/
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a1vgynssulaLuas ( Cyber Crime) AganaavaaAsegnagiuwuuln
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3. sgyu Cloud
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Fake Email Aa agls ?

Fake Email @@ 1159 Hacker ¥1n1583719 Email LgUMULYD Email Y89RTUNN Lo
1ingUszasAlivo Email vosnmudeayaluvunnadus wu duaviUnyves Hacker

%4

Lumgnen elrgnavesnamaaenaniinisiuasusUanarnind wazvinisleuy

RuangsUaytves Hacker unu

s P »
g ....v-,— ....-..-... —

PayPal
e p— Sucker bait!

FILL THE DETAILS BELOW OR ANYWHERE ||
MAIL g

Jsemame ;
Password
Address
Cily
Attention!!! AccoSEE ©
account vathin a e
Notification will not

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Fake Emails Or Email Spoofing

Fake Emails Or Email Spoofing in DOS
[ 1

telnet mx2.hotmail.com 25

You will see whatever welcome message they give. Now type the following command:

HELO

You'll get a message, usually with your IP. Now the next command shows what email you want to pretend
to be sending from. I'll use the fake email lala@lala.org

MAIL FROM: lala@lala.org

Well, let's get started then. Well in order to fake (spoof) an email, you first need to have an SMTP (Simple

You should get a 250 OK. Now we will type a command to choose who we want the email to go to. T will
Mail Transfer Protocol) server that you can use to send the email from. How do you find one? Simple "=/

) ) ' ' ) use the fake email blah@blah.com
First decide what server you want to use to send email from, for this example I will use Hotmail. Now go

to Start --> Run --> Type the word 'emd' without the '
Now that you have DOS open, type the following command:

RCPT TO: blah@blah.com

nslookup -querytype=mx hotmail.com
Mow you get another 250 OK. Mow we will start the actual message. Type:
You can replace hotmail.com with whatever site's mail servers you want to use. Anyway, when you
execute that command, the following output comes out:

DATA
Non-authoritative answer:

: " eferen s i o= B= = ) L /| / - i r. ] i T r - i .
Erpillam 03 prafimss = & ol @Eimger S cEdiermille Then type your message. Be sure to add title headers, like Subject, To, From, etc. so the email looks real
hotmail.com MX preference = 5, mail exchanger = mx3.hotmail.com _ . . .
TEEEflET G prEErEmED = 5y o @i = ot el After you are done typing the email, press Enter, then type a . then press Enter again. Your email has
hotmail.com MX preference = 5, mail exchanger = mxl.hotmail.com been sent!

The SMTP servers are mx2.hotmail.com, mx3.hotmail.com, etc. Now, for the next part of the tutorial, T will

be using mx2.hotmail.com.

Mow type quit to end the connection to the server.
Now, let's get started spoofing the actual email! You still have DOS open right, good. Now type the

following command to connect with Hotmail's SMTP server. You can replace the server name with your That's all for oW, |'ID|JE you learned SOI'I‘IEtl'IiIIg!
preferred server.
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SPAMBOG ALTERNATIVES

¥ SPAMBOGCON e e el

[Funknonsn —— Jll KOSTENLOSE POWERPOINT-VORLAGEN VON PRESENTATIONLOAD
— | | 1
+ () Zuruck 2ur Ubersacht
Absender Presentationtoad de imadec@emmlserver I comy)
v S Festhaken Empfangen am 27072010 0929
* B Loschen Gesendet am 27.07 2010 0929
o £ Werterlenten Betreff Kostenlose PowerPoint-Vorkagen von Presentabonioad
¢ on Beantworten Charset. 15o-8859-1
v o Drucken [ M Mebe Iormanonen & Vorherige Nachncht m
+ BB Spechern
v @) Sende Delve !
o ) Aad Spamiite setzen lPoneer’AmW Vil m haqSddsddcs 1m Tue J u ‘010 0% '9 15 00 200 {envedope- ﬁcrm)
+ @&l Ausloggen 0
. ]
L.:J =
ol
B Grvensrai
Suce
Timena
watand Sverge
- Pocimn
Untes
Caraas " rgpdors Pane
Bectacraaes
- Noa Pai e
frarwe Nore M omgre

http://www.alternativesoftwares.com/spambog/
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E-mail Spoofing

To: bob@b.org
From alice@a.org
Dear Bob. ...

To: bobi@b.arg
From alice@ a.org
Dear Bob. ...

rmm akmw
<rtp. a.or mx.b.org
B i pop3.b.org

M for b.

Address Spoofin
Mail from A using C address

4

caroline@abc.com

Spammer

Non-delivery report from B
to the sender address

P4

Mail rejected :
- blocked by anti-spam,

- virus in attachment,

- recipient does not exist,
- mailbox full,

- efc.

romain@truc.com

TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net
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:

E-mail Spoofing

AMIIGS Cloud Solutions
How Email is sent?

* Internet was built on
trust and email also
works in the same

To: bob@b.org | [ 1o: bob@b.org ‘
From alice@a org \ From alice@a.org

. Dear Bob. .., | Dear Bob {
fashion —ﬂ.‘
Alice's MUA _,'é- “q.:l"\_...eob‘s MUA
* No authentication : £ 4 —
. o J sur>| mxb.or
exists between ISP to ’_’"’“’“‘“’} = " ‘wpib.:c]
send emails 4 )
. . — 1 nsborg
» SPAM abuse is high as l l

this trust is misused

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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E-mail Spoofing

From: onlinebanking @ ealens bankofamerica com
Subject: Bank Of America Alert : Account Suspended
Date: Tue, 26 Apr 2011 05:41:38 +0200

—

Bankof America //Nixber Standards Online Banki ng

Dear Valued Member,

We noticed nvahd logn attem
Due to this, we have te jed your account

Ne need you to update your account information for your online banking to be re-activ
please update your biing information today by chcking

you account onhne from an unknown IP address

here wyww . bankofamerics com/account/re-activation/ After a few chcks,

just verify the information you entered is correct TSB Bank N
raly . PN
SH——s expect more
P.S. The link in this message will be expire within 24 Hours . You have to update vour pay Dear
b
€ 2010 BOA LLC. AN Rights Reserved.
Statement of account dated for
15-04-2013 to 15-05-2013 of
your account
Getting the picture?
9 P Your Bank Account Statement Is Now
Available To Be Viewed Online.

To View Your Statement, Please click the
"Log In" below to access your TSB Bank
Account Online.

Overly enthusiastic

use of capitals Log In

TSB Bank Customer Service.

A® 2013 Copyright TSB Bank. All rights
reserved.

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 28
TEL +66 0 2650 5771 FAX +66 0 2650 5776

http://www.acisonline.net




NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail

8 NuUg8Y 2559

E-mail Spoofing

CitiBank &
Undisclosed recipients:;
Your access has been disabled

Dear Customer,

We have noticed a violation of our terms of service, therefore, certain mitations have been placed on your account. Click on the attachment to
resoive the issue.

Thank you

Lung Nien Lee.
Chiet Executive Oftficer and Executive Direclor

citibank

Dear Customer

During our regular systerns maintenance, we have noticed your profie details are incomplote. As our
sacurity policy we have placed a temporary hald on your account for further verification

You are required 1o ensure you enter your correct detads during this verification process. As an oxtra
security procedure, One-Time PIN (OTP) will be required to validate your detads

Chck hare 10 Si

Failure to provide correct detadis or compiote the verfication process will lead 1o your account being
permanently locked out

Thank you for banking with Citibank

Lung Nien Lee
Chiel Executive Officer and Executive Director

ens New Update. —
L Al =
B 0.0 =] S
- GetMail ~ Reply ReplyAll Forward Assign Topic Archive Delete Write
New Update. To-Do Edit
LHSBC | 13/01/2011 20:34 -
+]

HSBC X»

The world's local bank

Dear Customer,

Due to recent upgrade of our database in a bid to enhance our online services and
customer satisfaction for the new banking season.

You are required to upgrade you online banking account to enable you to have access
and enjoy the new features to our online banking

You will be provided with steps to upgrade simply login to your account below to get started
LogyOn

Sarry for the inconvenience

Best Regards,

Colette Nugent
Head of Customer Communications.

HSBC Bank plc
2002 - 2011 All Rights Reserver

a http:/ fwww.shoeoutletinc.com/pub/fhsplc/IBlagin. html A
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9 v

523991Ua%ABNA3N (Phishing) slaudAniigaruniasgludssinelne

witiesisefIdBinaiinade AdndetiNg1s azgnw
1‘1va1m ViU Phishing (ummmwwim”tumm
d5iuilevaanand) m:‘rﬂ ‘Emmﬂmmuﬂmumumu
Yayadauynna W Teuin fedawa Teild uazevia
s wazngauvaaidensentiana fananafazinli

fayadausingnaslildailainiansiun

https://www.thaicert.or.th/alerts/user/2015/al2015us003.html
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9 v

LINLNBT LTUALISLANE ATM VNYRURA1YUTSNA

venanniingln nonmnasiduandsion: ATM vlveiBulukaiaus:ina

MNnIkamMsadfiouKtNRIININSSIABINS:UU ATM Tu Mexico IWouluaBulu

4] Ua‘ouuwummﬁsmfuaﬁum duanunslanlagiowrdupininpidana:us:ina

Salidy uanonUgowud ATM Fusu 50 Insavlulnuelsua:susananfoudds
BochsaoauiaasiUaravdniunsauanu

ANKSUIENSIDN:S-UUUaVIIBNINASUU HALURD

1 IIEjF'IIﬁSSIIaUIUaUUE)UOF‘IE)I"]UUBIICISUO Ploutus AU ATM W1u USB 1185¢0
uananmaﬂ:ﬁuu 0o ATM ﬂﬂIUE}ULIE}qUUOHOﬂ{)LLIOUaIDSIIaLCIﬂaEJ’ﬂSF]:)UF]U
uavlaninas

2. 1anInasavA1avrau SMS TugbofioRidoudanu ATM Tk ATM noursuR
o8lud WalKiuuiteuanolkAurkivindorinidunadu luuru:RanAudvatKivoan
Td&v SMS rilkavinaauRaundldenn

mshuditidunisulueduiuglosase choon ATM Skimming AulugBuon
UryBuovriguu laa-aannanwslidavulue PIN ladoyaiwoasouasuaau

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 2157 FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 31
TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net




NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail

8 NuUg8Y 2559

332908 53908 ALanaanae "Your Facebook login is currently removed"

Indnuudutiawisvluedaua

vIEnduaTunslaanie
Kaspersky ﬁuwumﬂﬂmumﬂmua i
#91 Grabit mmu‘ugumm mw,uu
aenuudayadegine uazaun soalue
alsindi 10, OOOM’mnmU’;sﬂaumd
smwumﬂﬂmmmmmaawmaﬂu
Uszwrle Sufle wazanizouing H
d”mlwrgImaﬁd[mmmﬂuntjuﬂmnw
yania i gaiaadl Anel wlunalulad
AN MEnEeT 3 n1sReats a

Tulanlwwafihmnasdnadinna
ﬁmmmnﬂaﬂﬁmm‘twmmﬂnumm
memﬂmmﬂﬂﬂmmm Grabit filé
Lmﬁwmummmma%am slaudidio
WmuuumememﬁuulﬁJlﬂmn@
atlnauAnsAnslnafiiidade i
gifemnananwasauateufannse
mm‘dm{hm slaudldivuiu shvngsia
mﬂuw?wsﬂumwmaam 5 1 U
wazdayady

nshauvaIM3lasi Grabit e
Fugnnrdduadulidenans (doc)
Wnndndpseamnavaviie lasud
anfimbonasdanmiilnanliduuy
Tusunsusoeuusgndsnandiniagg

Feanlnandudiioes Sﬁﬂuﬁm
LLBﬁLL"\“’LﬂJ']ﬂ’JUﬂ&JIWJLLEﬂLﬂaa 2nNT3
seamtlisun dmamuumamna Hbi
folusunsu HawkEye Safiauananse
Tunrmsadunsldnuvesfldfens
Tusinnsnawtufiuv Insuaninad
aunselddinefifsmiladiingd
Tumsaluedayasing g qmamaalm‘uu
$wmsnn feil 4 Fota® 3,023 0 9
F1U 2,887 3id Bia 1,053 Buwia a0
1,928 szuuvanelusaznieuan lag
Lﬁui’aa&ﬁﬁmmwﬂlﬂﬁﬁaﬁuﬁuﬁwuﬁ’u
U3N19674 £ Ll Outlook, Facebook,
Skype, GOOgLe mail, Yahoo, LinkedIn
way Twitter tfludu aﬂwmnulﬂm
wddsuiaivaavie

UM Kaspersky Mdliignmsa
dou tartosiuanuiuiamsdenuwuy
milaiuad Grabit undail

1. aasoulidildsunnduly
Tu “C\Users\WAppData\Roaming\
Microsoft” 1ilWaUs21nN executable
file (wianavadlvidfe exe) vialil

B
=il =

ardiifualasudedneing s
2919 Facebook Mddszum lag
Tdudae "Your Facebook login is
currently removed’ (vFaulaldu
Mwlneh "Undwleinvesgugnay
o9n") Lwamﬁﬂmwmuﬁtmmvwaﬂaa
o5 Fuidnsu Sumsinadinduuud
L,Uus.mm ﬁjﬁﬂﬁﬂﬂﬁﬂﬂ@lﬂﬁﬁﬂﬂﬂﬂ %
anfin AasTann aﬁdTuLﬁ Foafiogonuu
LLaxmﬂmwaywma‘Lﬂﬁ LU Yeyadiu
Avizadayanian iy Wl

mﬂQ‘Lf&l@'ﬁ'%ﬁgmﬁﬁﬁqﬁaaﬁa
nanwazaaalnduuulunds T
Fuyin ﬂl,mul'a FauumLTImDiuAE
Ananl aﬁm‘mwmﬂ Wnstlasiuan
Suaduneinon TAAUTIazTYA
Aoulngudwannas % uazi NI
arufaund Iausamenineiug
Iﬁammﬂﬁlwamuumﬂ‘umm uan
wileanil fldemsdasdUianlusunss
wauAhidliiuativagiaadnge
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Tned@sn panUsznirudaiou
T2 19y srudanuzainiSnstieany
AU INdanTUE e lUTwATY
Usrasdadie fiFendn Ransomware
wiadawrfienaila Judlosannsdl
dnandi dinmaluladuarauddayans
M52eaU NFUdaUaIUARTILAY (FLoala)
fmisdouduiounnmshfinelufioa
o Foe "winfountsdnsuanmany
Siinnsefind” Fedidawrs/iadewinu

WauszIuUndinataadalsisenalassuna

Il

WL BENNTNNS N dL'{‘Jmlwﬁ'LLw
avylRnsiaurfSnen ld v

JoWalnduuy dawafazlauf
A835N17WNT9aAY (Encryption)
Indionanseing § vueauRmaid
Anslawls saudaenaisfiuyiniu
Lﬁ‘ldm"lmmumﬂﬂﬂﬂ 50 External Drive
wﬁajuaaﬂumdmﬂaummad Fslwd
P NGE R 908 weilslaunn
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5214908 LanUlasy

52’;3’\3 | LLEWU NDON ANNMsAsadaLfisfin wuduetnaadulanu s
|

nanaasalaesinimunildae 41 SCIENTIFIKA
MEDIA nenih Tug Google Play Store e
Sl 25 funan wazdanungimunaeil Wi
waLnaladulaanressnATinesan 5 wiaAe
auIANINg e

BUNANTNFINN

FUNANT NN EITE

BUNANINIIFATOLDEN LAY

FUNANTEULNG

uAauetnArdiLaeyaessuAsaL 7 lusinadszina

%
Ml

Aoavinalvigtia Developer /
paviuway Siam Commercial Bank PCL. iy

sdrt 1 Js:mAfu Twitter uavsunAIsinewlctug
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duavasy

ﬂ FAKEMVEMM‘ Swmlaan 2 wasdu  WE Ens

Auazsulaale'ls?

antd@nsadvindsataanlavs a1ag waluurluun Facebook, Twitter wia Google+ 51 Wanidstiaaudmadaasiun fuun
wnawiinagniavumiusumauans

o el —
winAndaTta amazansasulrnagawalaanlaiun

muddsdwalaaudsanaraiagduananeia
wisnsanianaun

SERELAEA

1A: David@gmail.com 13:37 PM o . a v & a e S
& viianidiasadiuataay asazaansartedanudwalaaald amannsadeiadanSwadududdarimadoutaniy

e o R Suianasanld
FIEARL HNAAWANTAAMLLILRD. JU¢

gAuRaumsdsianNuwalaauwanil

dwalaau »
arhanuailaausaidiamug o e o e s L
1. nsanliayaniuisvua Naddwallaau vadwallaau uazviatamandiy
2, Jausarigasas W5as uaznaioutanudwalaanuasan
@iauniy; David@gmail.com LelsPl 3. Fausan! fiuarlatuiwataanuasamlulaith

4y o o w '
Jndumurviaaylsauniaglvy?

Fuuai Fake my Email Wsuuiiadiavasaeat

» Sunmanddtumsldsudalaandsiauduiuuudas nuduanarldsumannan waslisiasindua ! anannsadant
aidwanariafiadiulanasan wiadetamwiwalaosld dndhaasdnitaanduauiu Ashinldiag wayldnadunnaua
Tan!
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duavasy

awmlaay

Jeaueiiasensa?

Sualaau 339 Msavtanudwalaauvinldiaaiouin namnaiaiaaiviinisidauuuuiiuanuauvinle
e $aualuu Wsaszlomnnaauiluauniesnaglasutanuduanaradabitiaauehlada léun anad
ke uaARNENTsTRvAaN dLaua

Halaau

Uaaanelnu?

dwadaau

dwalaauuardayaiovuanasnaazgnssLLLLnSITE dumeTlsTanaanulaansda HTTPS (SSL
W3a Secure Sockets Layer) doifhumaTulafiderdunisuiasiadlnilasdayauasaa unnaiau'li
annsahalduduau uvannaiifoAusamtayanistiisuiu dayasud uasdiualaanuas
Al duanudulidnda

Awaisy

siasnn udINsa9amn Ins uia WhatsApp aaua?

atenaadaiiuag aneas! IN2hadetianu Tnsaan uay WhatsApp Uaaudia! uaztaulsulse
Usyaunmsainislaanzasaauviniiu:

» https:/ w.fakemytextmessage.com
ey » hitps fakemycallid.com
» http://www.fakewhats.com

ramudwalaan

1dsansu

= winsdwadaauzassuauuiinasi fldnudassufiarauanuidsmenarafieduiasionua Tusa
st vinmisavaalaaudiaauseingyiv

Subitgllsunsudatuia
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Wvinne yana wageiiiunialuuign §3na

* auznmunisusEm (Board Member)

. ﬂizﬁmﬁmﬁﬁﬁmi/ﬂizmu/m‘mmm’ﬁmmﬁ‘ (Chief Executive Officer/President/Managing
Director)

. ﬂa‘zﬁmﬁmﬁﬁﬂﬁfﬁ (Chief Operating Officer)

. ﬂa‘zﬁﬁuﬁfeﬁmﬁﬁ;ma‘ﬁu/ﬂﬂu?m?ﬁu/ﬁmwmuﬁm% (Chief Financial Officer/Treasurer/Comptroller)

. ﬂa‘zﬁmlﬁmﬁﬂ‘ﬁﬂﬂﬂﬂ?ﬂ%‘/ﬁ@ﬁmﬂmiﬂmmﬂ‘lﬁuiaﬁ (Chief Information Officer/Technology Director)

o dsesrudmihiiineinenanuilaeasa (Chief Security Officer)

. L’feﬁmﬁ’]ﬁmqiaﬁluj (lsmszy) Other Senior Executive (please specify)

* sastlszarunssunisangla/sestlszatunssunia/nssunis (Senior Vice President/Vice
President/Director)

e viwmihuidagina (Head of Business Unit) Daraefne:

* huihunun (Head of Department) e

e vhulhuaunnineinsyana (Head of Human Resources) ﬁﬂmﬁﬁéqmq

Y o [
* {dans (Manager) yarafinedasninisRy
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Wndng N1Agsha

e nnsdiu aannd uaznnstlesriudszina (Aerospace and Defense)
* guaud (Automotive)

* afifst (Chemicals)

* nnsdeans (Communication)

* WAk, nali, nnedszi waziwilasus (Energy, Utilities and Mining)
* Aaanasuuaznianagdine (Engineering and Construction)

o Tufsuardelawan (Entertainment and Media)

* 1¥n13snunisdu (Financial Services)

e wbenunaigATiaiia (Government / State Owned Enterprises)
* msfhenenuianazniaindes (Hospitality and Leisure)

* nmwan (Manufacturing)

* sz (Insurance)

*  guagAnenranfileqznin (Pharmaceuticals and Life Sciences)
* 13nnsaenaw (Professional Services)

* ganafndanuazfiisina (Retail and Consumer)

* wnlulag (Technology)

*  mnauawazlasarng (Transportation and Logistics)

Tan1anne
nnasnanld 1T uay

a

Internet
1REILANZA 01T UNTINU

s aad o
ANANTNNTDRLALIN
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HaUNY 1599LUE LuA

awavn Hilton wihanidiau Phishing ana sumiinomuTuaian

By: mk _. on 22 August 2016 - 0B: 11 Tags: Hiton E-mail Phishing Securty

Tuuerst dwasunsratrtadnisiuiaramiramilaudwanaanals (scam/phishing)
wWaaudhadug asmbaruglainihduiiuases

- FasinArAunaussiatsousy Hilton Worldwide Troandvwidluaudnazauusduy HHonors 1a
H l LTO N Sudwavabifiudutiayaluduidiignsdas ‘T.mﬂ1ﬁ§:aﬂ§|uﬂ’sgirmmaaﬁﬁuuumﬁuﬂma WarsIa
WORLDWIDE  gautayafaduarvuiamninsdwiinadandn

andsavilafirluwiiaindfadwa phishing vaanaiayaiuivialy Jaduavnipanadidallaiuy
@HiltonHHonors 4sAlafudmauitililddwanandsv uarnahiand luussdayatiaiilas

o

ausraETuAadwanas Hilton wasagal

EuAfunuan! Iauuunad@sawaz1auE DDo S Sananduldwim weithiralauiase

AnAde

By: axisaio ﬁ_@ on 27 April 2016 - 10:51 | Tags: DDoS Scam  E-mail Crime
#ranatlifa 2 Wauirun dusdmissiraaulminarswidlas udwaandinaweiniun
du "Armada Collective” turiarTandiuinisaaulainasuisvimaiudiais DDoS uasfiu
BaulalivdEvatedudh bitcoin MauanduaisaziuliasdiaTaud Smaddaiinvaraussn
gandeduualnod maftismuaduaniuiunit 100,000 raaatd vieiluarudusdedds
AwatutiudeliwoTandalasiaodnais

TaAuadmatnynssiaiu srudunduiidaenis1if 10 bitcoin (Wialssunar 165.000 um) Taefinisuaan
saliFudwanaunllatayananisAuniaadiia "Armada Collective” Fomminiunisuavudwariiauntiuinnin
auiluiliiandudanaiata ("Armada Collective” ludiavasnauiasdiataud ProtonMail glviusaisdwanuiii
sHanTurandiasin "NSA il TroasdiaTaudifiaGond 6 bitcoin Tildlailnau)
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yahwindnnas Uaaudnilu CEO uardwavaanhiminulausulv

By: mk [l |4l on 10 April 2016 -22:28 | Tegs: E-mail Fraud Scam Securty FEI

FBI aanuufiaudoaaulainuuimifisd@sldanuiion dufaudamnaslaaudnilviditavsasd
VAMITTEFUFITasUIEN udldwaw winsuiiduédatau@aadu waanlilawdulda g
Asnaznaruuuififiaianii Business Email Scam (BEC) wsa "CEO Fraud”

stunumsTauaivienslaaudwa wianisuaantafiusuisaie social engineering aintiu

iz asdauiieindaia vahitawdululivaihiwarauiisdans nddcavas FBI Ty
goustl 2013 dusuun dmbauinds 17,642 5o warmarudowiosimiuis 2.3 viudwaaaats uas FBI wuiniiuy
goustl 2015 Wusu wusduuunisTanddnsastinndud 270%

1anans Panama Papers uanaaninlaatinegls anndlumszlauudnmariswnas

By: mk on 8 Apnl 2018 - 15:44 | Tags: E-mail Hacking Securty

ininalsaviandlanilifanisnannanand’s Panama Papers afadseifddns sraandns
nanilamlwanasifanssuananioalihoazua Usaiudslafifaanasmariivanaan
uldadls

FauilsidefidayaGasiiliwaridn wiviiinrlafa Wikileaks iammminaadwayasuisEn
Mossack Fonseca (unasnunnaaanaismail) NasdsgnduiaaiuieGasiayanas Tu
SwaatunaiflamiAsan "Tauwdawariinas”

Mossack Fonseca szululsza@indwdidisrmaunduay uaziuduiTauudnwarisinasase Trosweiom
vinesarlasfiulihidadamwuuiida
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g & = " ) ™ - o w s olew - -
Gmail Gudaunsdsmahildnlammeithinimia, Sumanngaeniuiudiaubila
By: mk on 10 February 2016 -07:48 Tags: Google Securty Gmail E-maill TLS

Gmail aanuasnisfinanudaanialiedld 2 adroeoi

G I o Ui adaualldalatome fwadiinadlisasdunisasiddn TLS saeiivlanau
. - 3 - . - . - . -y - - -
0 g e winmuadussTHaivm luvmiradowua wiavduiavindaniludwaaingnanvlals

« avlEsumanaddeniududnulils (authentication) lamaulsyinaddnsnaiaiiugl
wsaamuaAtaduas alhisdinaraduddsdnlaay

w1 - Gmail Elog

. . o - s . - F .
’.amaul.mr'!sgl.mal.lmwu;um‘uua.muauaw.m Mew MESSEIQE AFRLRIITTUAF2U

Some recipients use services that don’t support encryption

John Doe <john.doe@example.com>
Unsupported by axample.com

If your message Is sensitive, consider removing these addresses or deleting
any confidential information. Learn more
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PHISHING: HOW MANY TAKE THE BAIT?

- e
EVERY. DAY

s

e

- »@

16 MILLION

MAKE IT THROUGH FILTERS

800,000

LINKS ARE CLICKED

FALL FOR A SCAM
B T 3 EVERY DAY AND SHARE
THEIR PERSONAL INFO.

TEL +66 0 2650 5771 FAX +66 0 2650 5776 '

http://www.acisonline.net

156 Million Phishing Emails Every Day
16 million make it through filters

8 million are opened.

800,000 links are clicked

80,000 fall for a scam every day and
share their personal information.
And finally, another 10% of people
who click the link are netted by the
baited website.2 Their information
results in stolen identities, financial
loss, credit card frauds and other
Internet scams. So in the end, these
phishing emails hook about 80,000
victims. Not bad for a day's work.
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Around 500 onp g ema e sent per day and they are efie 60 second 0 computers a acked pSe
D 0 omp 88 billion a 0 D 2 al prope
c a O 100 O Q avoidQ e QP 20
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I 0 b
iy = “ =l = S
~ -_',.:-‘r-.ﬂ._...c,:,- '.‘. 2 0 ?-‘»‘\ ‘ﬁ ﬁu.\l{g. Pt f'_r,(‘ Y
) Form.zip & 0 atta
Dear User, ¢ eneric areetina
- ¥ pe g and g a
This email is to infrom you that you email accont is about to be de-activated by your

Sys Admin due to an unusual activity detected on your mailbox.

To re-activate your mailbox please click on the link below or fill out the attached form
[htlpjhwwv.rx:,' crompany ccmloorporaw]

Re-Active Mall Box No = a . _ J
Regards, V{’Z) S eyt

System Administrator

Note: If your mailoox remains de-activated for five days, it w del ) 2 a
now 1o avoid these things

Contact Support; 1-800-555-0100 4
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Phishing By the Numbers
91% of cyber-attacks begin with a spear phishing email.

94% of spear phishing emails use malicious file attachments

What Is Phishing?

Phishers typically create fake emails that appear to come from
someone you trust, such as a bank, credit card company, or a
popular website. These emails typically try to trick you into
giving away sensitive information, such as your username,
password, or credit card details.

They may also try to get you to inadvertently install malicious
programs on your computer, which can happen when you click
on an infected link or open an infected attachment. Once infect-
ed, the phisher can monitor all of your activity, including all of
your keystrokes.

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 2157 FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND
TEL +66 0 2650 5771 FAX +66 0 2650 5776

http://www.acisonline.net




ugﬂu:u*u Fake e-mail

Regularly backup your
important data

DOWNLOAD

Never download nor use
unauthorised freeware on
your devices.

UPDATE

Software update pop-ups
are preceived annoying but
never ignore them. Always

ensure softwares are
up-to-date

Humanising Financial Services

ACIS PROFESSIONAL CENTER COMPANY LIMITED

PASSWORD

Use strong password and
never share it with
anyone.

IDENTITY

Never open “attachments”
or click on “link” from email
sent by unknown senders

Protect your e-identity. Be
cautious when sharing
information on social
media sites.

Tips for Safe

Online Banking

TRUSTED WEBSITES ENCRYPT

© ©

Always ensure you're on Ensure data are encrypted
legitimate websites by typing and stored securely.
the intended websites. Do
not click on links to open
websites.

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND

TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net

NETWORK

Use only trusted and
password protected wifi
networks

SECURE

Usage of mobile devices
are increasing. Ensure

your mobile devices are
secured and protected
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iPhone Scam

The fraudsters may attempt to trick you by using words such as

“Give your username, ATM card Phone scam happens when a
number in order for us to investigate .
your account” customer receives phone call from a
“bank” confirm a credit card
“Do not check your account and tell tra nsaction Such as a transaction at
7

anyone for at least 3 days.”

XXX Jewelry purportedly charged the
customer’s credit card.

“Kindly call this number to speak to
the Bank Negara officer”

“Change your TAC mobile number at
ATM”

“You have a pending credit card
payment”

“Someone is using your info to apply
for a credit card”

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND
TEL +66 0 2650 5771 FAX +66 0 2650 5776
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Malware

Click bere 10 search Q

maybank2u.com

Monday, 11 August 2014 1559 52

You are now 0 3 secured s&

Good Afternoon - g - -

Your last login was on Thursday, 24 April 2014 at 14:51:54

Step 1

Ploase seiect your mobde phone operating system

QNOI0ID Androwd (Samsung, HTC, LG, Sony, Motorola, Asus
;\ 'S 10S (iPhone
*2:BlackBerry BlackBerry
symbian Symbian (Nokia
) Windows Phone Windows Mobie

Contirue

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 53
TEL +66 0 2650 5771 FAX +66 0 2650 5776
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Malware

Chek here to ssarch Q ; maybank2u.com
maybank2u.com L

4 Ore NOW IN § SecLes 48
Wednesaay, 20 August 2014 2024 05

Accounts & Banking

Good Evening S s

Pinars nainci pour mchie phone nnerming mecem

Your last logsn was on Wednesday, 20 August 2014 at 20:11:21

| Step 2 )

[ P
Please enter your curent mobile phone number that you use for the operations in the online bank
Pricha oo
Attention!
Enter the number carefully as the application that will be generated will ondy work property with the SIM card carying this number. Upon entenng the E iy
number, peess “Send SMS” 1o get the download link for the application generatled specially for you
L P
My current number. .. [$] Send SMS |
010-0714378)
et

Meilp | Terms & Conditions | Secunty, Privacy & Clent Charter

FAQ

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND
TEL +66 0 2650 5771 FAX +66 0 2650 5776
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Malware

maybank2u.com

Thursday, 2 October 2014 221408

Login
Dear customer!

Ne ¢ de

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND
TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net
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Malware

Installation guade for the appiscation.
1download the appication, please folow the ink 0 e SMS message you have recaned
1) Onte cowricaceg, the appbcation wil appesr n the “Downloads” folder

ol 3G 230 AM

< 66628 L. o

Maybank pemberitahuan
kecemasan,
hitp://maybank2u-
my.com confirm identity

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Malware

@M bank @) Maybank

Mrfars emamency nece o bre e neton poicy 4 Maybank
phedie (oSN e, Marhare user (09 Mayhera (ol Soer wver Mayhant oy Ta secondew
" B u s vy pheane (hd Marhars vy vieer o Confe et Pons et o of Marhecs Casmey
Maytank card n corfrmed Pervonaly dentfable PO STy e Sy
"m Clormanon, Comvgiese e o peosonal eloeTmanen coope aon OPwrwnae can ot une
Mapdank card can nok be waed T rernd you tnde Maytas cond

Ageet The vt s policy @ % profect posr perseewd
riomatan ayterh obhord ta adorm pos. pleane
Cumfem areteSatery

Immaoediately

e
o
transacbon A
R
<

L R L
Nphen p' 'etard pein oy [ ola el saty by

Vamert e Dena Sacw e Lsman Sed Dedc et

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Malware

"' o
1 .'—-.\,,' Prease ol Sown o Sowrdosd (00Dt
r e
]
QN23I0ID
Download Update

Maydank rermind yoss, Androdd
need 10 Be update) smtallation

plrae toad 1-9 malrocticom

e ymeat Ty

Installatinon 1 minjirte
Remind you Jf yoa et

R0 10Ut
downlowd taallation 13

complete. not confism the

Vogtet 3t Z
tennry. saySank card cannot 0 Click dete

Chek here

oyl LI
To upda
Do you want to in

will get access tc

Click NEXT

Vo ete

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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http://www.acisonline.net

58



NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail 8 flugneu 2559

Step on how identify and protect fromm Malware

Step on how identify and protect from Malware

* Open your anti-virus software and check for the latest updates. It is strongly
recommended for you have anti-virus software installed in your
computer/devices.

* Run a full system scan using your anti-virus software.

* |f the scan finds the virus or malware and successfully removes it, you must
reset your password and memorable information. Then only you can login your
Internet Banking as usual.

Basic Signs your smartphones is infected

e Unexplainable draining of battery

* Pop up dialogs install other applications/ unwanted Ads

* Your antivirus not running (some malware disables antivirus)

* Your monthly data / phone usage increased (check your bill for unknown
transactions)

e Overall performance of the smartphone reduced

* Apps crash unexpectedly

* SMS doesn’t get delivered/Calls disrupted

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 59
TEL +66 0 2650 5771 FAX +66 0 2650 5776
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Step on how protect device from Malware

The best protection from malware:

e Use anti-virus software. Install and maintain an updated, quality antivirus
program.

* Be choosy. Think before you download any files or programs. Ask yourself if you
can trust the source and whether the site is genuine.

* Install updates regularly. Things are always changing, sit's important keep your
operating system (e.g. Windows), Internet browser, applications (e.g. Adobe
Acrobat, Java) and firewalls up to date.

e Stay safe online. Always use websites and programs that you can trust. Be sure
of what you're agreeing to before clicking ‘OK".

e Be careful. Do not open spam email messages containing attachments or click
links on suspicious websites.

» Keep yourself updated. Regularly check security alerts and advisories to obtain
the necessary information to protect your device. This helps to prevent you

from becoming a victim of common security threats such as banking fraud and
identity theft.

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 60
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What is Phishing?

* Phishingis a word stemmed from password + fishing.

* Phishing scams are a form of identity theft, where spam emails are sent out
the victims to update their banking credentials.

* The victims are tricked to click on a bogus hyperlink provided by the fraudster
as long as they maintain an email account.

e The victims will then be redirected to fake login site that is identical the Bank
website.

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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:

Latest Phishing Emails in Circulation

A OA Incoming transaction on hold =
| Message | ~
"’E?;';' 9 . 9 5 . M:M '—4‘; v & Rules~ = 5 w - & v
B e « (¢ * 2 @f ¢ mm” \
Delete Reply Reply All Forward &5 Move Ld Junk ¥ Unread Categorize Follow Up

£2 .. Incoming transaction on hold
Maybank <m2u®maybank.com.my>
Sent: Thu, June 16,2016 10:18 AM

107 = - -

An incoming transaction to your account has been placed on hold due to irregularities found in your account.
Click on the attachment to resolve this issue.

Thank you.
Customer Service
M2U

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 62
TEL +66 0 2650 5771 FAX +66 0 2650 5776
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:

Latest Phishing Emails in Circulation

ele Account Locked —
| Message , —
v - o A Ll | . |2 Rules~ =1 Ba. 9 ]

B oo soas on P

S Reply ReplyAll Foward @&  Move L@ lunk~ Unread Categorize Follow Up

£2 .. Account Locked

Maybank <m2u®maybank.com.my>
Sent: Friday, June 17, 2016 6:28 PM

1o. - -

Dear M2U Customer,
You are required to re-authenticate your details.
Click here to proceed

Thank you for using Maybank

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Latest Phishing Emails in Circulation

M2U v
saroan@stcloudstate.edu

14/07/2016 4:14p.m s

Renew Now

Dear Value Customer,

Due to the new enhanced security program that
was installed on our server.

Please visit the website in this message and
validate your details.

www.maybank.com.my

Thanks for choosing us!

AAavhand
y N

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Latest Phishing Emails in Circulation

A OO Limitations has been placed on your account - INBOX )
| Message | ~
Aoz:';. 2 -~ -~ Aﬂ-ﬂ&h : !_J\_ ‘,v Ru|e§' = b @ . Q‘ g

EE’X A R | | i}l—) - | l% S {ase) L) LY :

Delete © Reply ReplyAll Forward & Move L@ i Unread Categorize Follow Up

&2 <. M2u Alert: Your Transfer Fund Blocked

Maybank <Maybank.com.my®sotelo.danielsotelo.net>
Sent: Sun, 21 Sep 2014 21:36:36 -0300

To: = - - petan ®

MZ2u customer,

We are revealing a brand new website with a new design and features
to improve your online experience.

proceed on the our website below.
http://www.maybank2u.com.my/improve-status/Maybank2u

Important Notice: Transaction Authorisation Code (TAC) is required to complete this update.
Failure to provide a TAC will lead to account suspension.

Thank you for banking with us.
Maybank Behard.

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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:

Latest Phishing Emails in Circulation

A OO Limitations has been placed on your account - INBOX =
| Message ‘ ~
E;’;X : R R | | W - | L% S {ase) L) LY :
Delete © Reply ReplyAll Forward & Move [_d]unk " Unread Categorize Follow Up

&2 .<.0 Update your Account
Maybank <m2u®maybank.com.my>
Sent: Thu, 18 Sep 2014 20:09:28 +0800

Tor
10 " - - pw o

Our system has detected an error in your account and for your safety we have temporarily locked your
access.,

You are required to verify your security details in order to unlock your access. Follow the link below
Verify Now
If you do not verify your security details within 48 hours, we will permanently lock your account.

Thank you
M2U Security Center

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 66
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Latest Phishing Emails in Circulation

A O A Limitations has been placed on your account - INBOX —
| Message | ~
'”f,; - AR - o . 2. Rules~ =3 B, w =

E_?x = | | | | & {ﬁp = L% [ <A ) ) Y

Delete Reply Reply All Forward & Move Ld Junk ¥ Unread Categorize Follow Up

&2 M2U Security Details

Maybank <Maybank.com.my®sotelo.danielsotelo.net>
Sent: Sun, 21 Sep 2014 21:36:36 -0300

To: = - - swtes »

Dear Valued Customer,

As part of our security procedure to ensure customer safety, you need to re-confirm
your M2U security details in order to continue using your access.

https://www.maybank2u.com.my/mbb/m2u/common/M2ULogin.do?action=Login

Thanks for your co-operation.
Malayan Banking Berhad.

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Latest Phishing Emails in Circulation

A OO Limitations has been placed on your account - INBOX )
| Message | ~
Aoz:';. 2 -~ -~ Aﬂ-ﬂ&h : !_J\_ ‘,v Ru|e§' = b @ . Q‘ g

EE’X A R | | i}l—) - | l% S {ase) L) LY :

Delete © Reply ReplyAll Forward & Move L@ i Unread Categorize Follow Up

&2 .0 Protect your accounts
Maybank <Maybank.com.my®sotelo.danielsotelo.net>
Sent: Sun, 21 Sep 2014 21:36:36 -0300

To: = - - petan ®

Dear M2U users,

Safety is very important and we do everything to safeguard and protect your accounts.
We recently upgraded our SSL security server and we require that you update
your account immediately.

https://www.maybank2u.com.my/mbb/m2u/common/M2ULogin.do?action=Login

P.S. TAC will be required during update.
Thank you for using M2U Internet Banking Services!

Malayan Banking Berhad .

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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:

Latest Phishing Emails in Circulation

A O A Limitations has been placed on your account - INBOX =
| Message , ~
"'::‘,'; S : A . e —— Rules~ =3 | w =

g‘_'x = | SR’ | (ﬁ_} =l t\?) [ <A ) \

Delete Reply Reply All Forward &5 Move Ldjunk 2 Unread Categorize Follow Up

L. Update your profile information
Maybank <Maybank.com.my®sotelo.danielsotelo.net>
Sent: Sun, 21 Sep 2014 21:36:36 -0300

To: = ; -

Dear Customer,

Your profile information if out of date, Therefore we placed your access on hold . Kindly follow the link
below to verify your information and unlock your access in order to avoid service suspension

Proceed
P.S. TAC will be required during update.
Thank you

Customer Services
Maybank2u.com

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Latest Phishing Emails in Circulation

o O A Maybank Alert: Enhanced Security Features - INBOX —3
| Message : ~
Qf,; a . g e (5 1v (EA Rules~ : BE., $w.
E’;):_( Y | & {AJ el _L‘?) LA ) L\
Delete Reply Reply All Forward (@ Move Ld Junk ¥ : Unread Categorize Follow Up

&2 ... Maybank Alert: Enhanced Security Features
Maybank Group <security.alert@maybank2u.com.my>
Sent: Thursday, 7 July 2011 15:53:23 +0000

TO: = » - sutip o

Dear valued customer,

We have enhanced our security features. With this enhancement, Transaction Au-
thorisation Code (TAC)* will only be valid per transaction. For any subsequent
transactions, you will need to request new TAC.

We therefore, require that all customers verify their data. You will be required
to select a new security and also required to verify your security questions and
answers. Kindly ensure you enter correct details to avoid service suspension.

Click on the link below to continue

Click here to proceed

We apologise for any inconvinience this might cause you.

Thank you for using Maybank2u.com

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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:

Latest Phishing Emails in Circulation

A O A Account has been suspended - INBOX —3
Message ~
"5,'; A o s Ll | 3. (B Rulesv - HL., P,
E);_( = | |S® | s t,.;_) e Li:_% 2 SL;' ) Ll A :
Delete Reply Reply All Forward & Move [_djunk' Unread Categorize Follow Up
&2 ... Account has been suspended
Malayan Banking Berhad <ssl.securefmaybank2u.com.my>
Sent: Tuesday, 11 September 2012 5:25:42 +0000

TO: " - -
Dear customer,

Access to your account has been suspended !!!

To regain access, Please follow the link below providing the required security
information.

Click here

Security Advisor
Maybank © 2012

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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:

Latest Phishing Emails in Circulation

o O A M2U Message Update - INBOX =
Message ~
no;::,;‘ : 2 ~ ~ na:an |_,\" ) 2. Rules~ =3 H . ‘ ' .
E:);( L sy | & iﬁu 22t | L,%) I 4~ ez il %
Delete Reply Reply All Forward ({:‘;} Move Ld Junk > Unread Categorize Follow Up

&2 .. M2U Message Update
mabloomfistcloudstate.edu
Sent: Wed, 5 Sept. 2012 11:36 AM

TO: = - -

Dear customer,

You have one(1l) new outstanding message from M2U
Continue Here to confirm and update account.

Thank For letting us protect you
Maybank2u Security Team

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Latest Phishing Emails in Circulation

A A A M2U Message Update - INBOX

> |

| Message

(e & - oon

e S - )| ".' Rules+ )
B 2 2 S S a B G e W,

Deléte Reply Reply All Forward \% Move L@’""k X Unread Categorize Follow Up
£2 . M2U Message Update o
mabloom@stcloudstate.edu Maybankwill never askyou todo this
Sent: Wed, 5 Sept. 2012 11:36 AM
TO: S - .

Dear customer,

You have one(1l) new outstanding message from M2U
Continue Here to confirm and update account.

Thank For letting us protect you The link is takingyou to somewhere else

Maybank2u Security Team
Incorrect details

hittp: fgangthai .com jossd 2uM 2ULogin doaction=login. htm|

Never respond emails that:

Requires you submit your personal

information directly in the e-mail or online.
Requires you reregister your security image,
caption and challenge questions.

Threatens close or suspend your accounts if
you don't respond.

Claims there are unauthorized transactions on
your account and requires your account
information.

Claims that your account has been
compromised and requests you enter, validate
or verify your account information.

Requires you enter your card number,
password, user ID or account numbers in email,
pop-up window or non-secure webpage.
Requires you confirm, validate, verify and/or
update your account or credit card information.
Requires you confirm your IP address.

ACIS PROFESSIONAL CENTER COMPANY LIMITED

TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net
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Malware

An SMS Scam happens when a customer
receives an SMS claiming they have won
“cash rewards”.

They are then lured respond by following the

fraudster/syndicate’s instructions apply for
Call FaceTime Add Contact internet banking.

These SMS Scams have been sent out by
fraudsters pretending the from well known

05-07 2:26 PM organizations.

- TAHNIAH! SIM CARD
ANDA TELAH BERJAYA
Memenangi cabutan
bernilai RM 15,000.00 :
dari XXXXxXxxxxx. Sila 6)
hubungi kami ditalian
014 866 XXXX.
Terima kasih.

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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Malware

10:15 AM - w.. ATAT 3G 10:15 AM

RMO0.00 M2U : TAC RM0.00 M2U : TAC
2Q d fodADD FAV 2y d for PREPAID
INTERBANK ACC.|toifor TOPUP WITH PIN jor
HONG LEONG. RM100. TAC:948562. Did
TAC:547892. Did not not request? Call:
request? Call 03-58914744. 23 Sep Read carefully before you proceed
03-58914744. 11 Mar 2014 08:34:54. TQ
2014 16:45:43. TQ
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9 v

WauNy laiualaaunasn lilauau

customer@email.com

OI

seller@email.com

¥
= s

Fanudvieyanedaviedudnuludwa Tesaunsadndumsaunuivameaasield

€

e

custome.r@email.com

customer@email.com l

SeLle r@email.com

G

AN

0

seller@email.com

1
o

@ Tuvnzniasazanas@oue lasuasudiwanaannsdasde uaruand@a lilantuuniiUydsuiasvalas

customer@email.com

£03

vy = a v oo o
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SCAMMER

u Scam Aaaz13?2n131aeNANNNAUNASLRDNLLLNTN 1w naanldda
ngenafog waendiluglaangneeda vaenlidaamaeudsazaauuny
FfoeRufiauln aulaqiiuiufdidauaunistiay sulinnsuaanansuans

~ A o o P ' \ o

suluuy AuangaAanislfarnuinunfeiaunazaaatsuuudnulsuine

, Aa A A aa aa ]
waendianudumemessAssgRiadedan il 5nsaanie
a ~ \ ° d‘ ' ' = ~
Haantnazdadiaanuaunin luwimtlangulnn neludmaaziiian
iryaau THutihe inliiwtiadesiu ( confidence trick ) asnnvinana
fapnud@inysawnizelHiuting 1w sauawmubion asuiasiiabeous s
AlsnduAuNuAa uneafesanlauRuAaniunis il nendalEseda
faulnnaunnlunansudu

" 3En19a59naantae9 Scamilaandwazinnisdeaimandtuaan iy
° v ® v A4 A o A = A~ -
U wiafsalfiviiadeAuaun@aullludma witlawies 3 vise
5% NaananANIuAN Weamtianaunduun wan ScCammer fiazfinsie
naueAliuNIaenNawWet1ause UMM 1w winAmfie s
AMUALLET AndAzFiasasANpanAuAne TsaleuRuliduanuiuty
XXX, XXX U lufiu wnwdiaBuseus fenaazido uwuidninau
Wanaanaaliingla Teazdnainuaneds lunimaanang

" aoN@smeiiatunn{@snanaatiedaninunisaiua aa1nseni
an fiazlowRulineu gavingmegninaiinasy v ligodaninddudu
RUIUNIN WEaLNIE sTezusnT AenaazlAfuinlshundunnting usine

k4 =3 a ' | [
Wi din Avmnisiinsie uazlauinaluiduiu
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SCAMMER

wAvA Scammer a1daInTTUNIIASIIULAYIala 26 =

midonu @ nsjaEumn

Bunailaady amafiuuzmeemna (wisaeliliaay asnaana 555) fitas Tl lluileadmauvinile dae Tads apvmamany i
wiluiae (Bausuauase Wistaaaula Lildaiainanimdumnailian) Wdsnmmmamaivnunaatas uvamihede 45 daans
anda 1 anvamiinds 6 1 nlvidan (lWdallandnnlis) adina Wlsatinanaa naranhna aglilamn nAuauia uwitfsadi
19 Aiiwsil asTivibiulddn 3 amiadadngle fndinn dasliidazasuiuaaainuansn (Wuanvissfaimdusadian asTusna
atdsngy luaudingy) Milkmuan Tluaviamihag 2-3 fu finaundainalsanaudian 2 aiad amnnisidiadine wiananan
andnamaaa amaviiAuidn fndedvamasnudmiusamalddiaiulais unqqqq wazhzinay fisedas Whulillevsa findqnann
WarvuaRmiawiiasiadiay Afitdaniing uafay aase idAdswaa hiviiunuansn diaudaue denluuaiasnegda tnaas
w@ianszuas lnaanmuay iniiuiuas 555 usftsayla duladudu uaidel 1ih google @nd anuan saaaasmiaananillas Mikn
WiuLae uAvd scammer Aalsin Aauay il aaraan uauansedulinaienluuy wwaug?? vhtaat anhilvaianssy varsauiiaa
i d@uluaitiuves W@aswninlildiusanands gaduiuviiutuuay nfauggq navaaasiadan @annvinssiase lAuaanas §u
uaiazan Wase uesiawaiiadan it +234 du Tas ahudsanihomaan ldandudulailaine andlauiine Tuuiiu dWiouwuy
szmnaaasdialasiivining azdaniangaudsaaimaauns wazasaay i llauiuausas avuuuddlili _ avea Miates
funanay derndludale andels Audals dminazaannianay witdll anthady doadfiauan wnaaal Heqdyg Millarlasad Taunse
uan N msnuiawasay 1999 iandaaulaaasa Lilivasuzas aang azandelsa aauildvanthaudadn vawifiasvwaaiau
wunihAumian azrasqmilaudy wasalilasdlydnio . Miloamalbifulauivaray asnaanaadaled lasiiayauuinie haqmias n
afYAAAUNEFNIINANEAUGIE A1ALITNEALNANIIUINULEIAA LA udtALiiain fadhinenanidhuwiiaduataanil

http://newtampo.wordpress.com/2009/05/26/%E0%B8%AB%E0%B8%B2%E0%B8%81%E0%B8%B4%E0%B8%99%E0%B8%81%E
0%B8%B1%E0%B8%9A%E0%B8%84%E0%B8%A7%E0%B8%B2%E0%B8%A1%E0%B8%A3%E0%B8%B1%E0%B8%81-
%E0%B8%AA%E0%B9%81%E0%B8%81%E0%B8%A1%E0%B8%A5%E0%B8%A7%E0%B8%87/

amol @

0 koyk
5 ffueneu 2556 11an 05:19 u

ul
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SCAMMER

aa s

'Jﬁn'?'iﬂmnu | O

1. @elifudmadennuulan Widnsziiananuindean winidunis o, 438922881 National Identity Card
- 154 o . o Lo 1% sunmene Jefferson
drygauliisanaau widelsuatdesnieee iifuan liduisgwlsiae sttt oo Dhilips

1 vaanasutueu ez ldduEEm g av@iaanuenuaLus

Sex/Sexe Nationality/Nationalité

M British Citizen
Date of birth/Date de naissance Place of birth/Ligu de naissance
26-11-1965 London

Date of issue/Date de déli Holder's si
01-08-2009

Date of expiry/Date d'expiration

31-07-2019 H

2. ldpeunauawaulanc Nanlafan
v 1
3. aseldsunsudinulndanay Firewall @eanunsnilasiunisiuaiua

du titulaire

Plinslszasfisonisdeansaniinlal WHiueayne n1sdnfallsunsy
Usutlgpetesiud (patch) fAanwnsntlasiuidnasu (hacker) visef]

a

daaiataanls

4. 17291 Malware fazidinunilasia inanutadndlsituwesas visa
\nzariannuenee] Tdsunsumantueudianndnannn ueadinisdindu
yanuiananTysunsu ldnallszasAuelasaidinun o

oRIGIN
23A Barugar 634870 Krishnag t- New delhi_india 000569 INDIA | THAILAND
cc: - -

honey i have already send
everything to you as i have
promise you through
Europa worldwide express
home delivery service.the
luggage i send to you is
containing my cloths,
shoes and some money
TTEnS which i have attach inside

, Iphone 6, Perfumes.
g

RAJIV P

096541

il
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How to check the IP Address of the e-mail sender 25%1 IP Address a1n

dilaaniaudIun (Scam Hunter)

= 32w IP Address anamadiiruaudsunliiisnaan Gmail, Yahoo, Hotmail sida
Outlook Express LLmLmzﬁluq

» §umeufi 1 iaan IP Address (Checking from IP Address)

= dupewii 2 AumangUdng (Searching from Images)
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How to check the IP Address of the e-mail sender 25%1 IP Address a1n

dilaaniaudIun (Scam Hunter)

" dumewu 1 1¥aan IP Address (Checking from IP Address)

= Log In your email asdeitl48mas 1w hotmail, yahoo, gmail, Lm:mm“%uq

= Click on view message source (Hotmail+Outlook) or Show original (Gmail) and View Full Header (Yahoo) sani
giiaAnnusinatiu Hotmail+Outlook e gaawiauuuiin Yahouss uanassivariu Gmail

= Look at X—originating-IP or Received: from

= 4 Hotmail - Hotmail - Look at X—originating-IP

= ¢ Other mail - Hotmail - Look at Received: from

= 4 Yahoo— Yahoo-> Look at X-originating-IP

= & Other mail - Yahoo-> Look at Received: from

= ¢ Gmail > Gmail - Look at X—originating-IP

= 4 Other mail > Gmail > Look at Repeived: from | |
= Loginat Gmail and click at More astaidinld Gmail udanainilu sk

- (4] 0 [ 2 L wmare
% Aucbn Make Money Rer it R Meet people from all over the world whide making extra income your on Auirbnb!
Customize Gmail with colors and themes box - ,1
Gmail Team ply@g § Y 12411 - -

To spece up your inbax with colors and themes, chigick out the Themes tab under Settngs

Open Email and click More
WeBluas uloranilu tRas
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How to check the IP Address of the e-mail sender 25#%1 IP Address 310

e YN 1

DLUARNNBUHINT (Scam Hunter)

= dupeudt 1 ieann IP Address (Checking from IP Address)

= Slide tShow original aaufinfiasuni wanssivaiiu

AR [} 0 i . £ ‘ tore
Customize Gmail with colors and themes box & 8
Gmail Team ul-noreply Egoogls TINALN4 -~
&~ Reply
. Reply to all
spice up your inbax with colors and the nes. check out the Themes tad under Settngs
= Forward
Customize Gmal' » = - Filter messages like this
Slide to Show original Pron
T
Enjoy! SN TR LA K R Add Gmad Team to Contacts kst
LIBRULHTNARINTN URANETLRLIL
The Gmail Team Delate this message
Report spam
Cmnr .
- ————p— Report phishing
Message text garbled?
Transiate message

Mark as unread
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How to check the IP Address of the e-mail sender 25#%1 IP Address 310

uaanioudaIu (Scam Hunter)

v

= dumeudi 1 iaann IP Address (Checking from IP Address)

*  _daan IP Address (Checking from IP Address) By Yahoo
= Login at Yahoo and right click on subject asieitnld Yahoo u&an@naani vadieinad idedaiies

({] Delete KN Move ~ W Spam +  && Actions ~

Yahoo mail

®! Yahoo! Mai Yahoo! Mail sivdadw ylafiua

Vix Team New Apps to Help You Seli More Online

Mario Browr w Was You y
Craig Gibson - Nice to hear from you soon
A3 Hello From Mano
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How to check the IP Address of the e-mail sender 25%1 IP Address a1n

e YN 1

DLUARNNBUHINT (Scam Hunter)

v 1

" dymaun 1 mann IP Address (Checking from IP Address)

= Slide down to View Full Header aaudinviasuni gdauriuuiisis

(] Delete 3 Move ~ W Spam « W Actions ~

q O o1
neg o Sendgr -
SORT BY DATE neply ic
1 M <Ls Y » Reply to All o
anoo! iz v o! Mail ¢
Forward S

é
2 vin a 0ok
Tea New o Hel
Mark as |
ammy S hi
as |
hey Harr M ftes
ano Brow b 53 c
mit+
aig Gik ce to hear fron
=
M{ f
ano o 03

M fnend

 Slide to View Full Header 1 &sae

Faoudinviaeunn gy eunfu My me Emaile Like This
t n &1
pac l rsal f
Tea O v, mac i
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How to check the IP Address of the e-mail sender 25#%1 IP Address 310

dUdIU1 (Scam Hunter)

v

SaaTe
= dupaudt 1 1eann IP Address (Checking from IP Address)

= ¥ _dpan IP Address (Checking from IP Address) By Hotmail or Outlook

@New Reply |[v Delete Archive Junkiv Sweepv Movetowv Categorieswv

veearv  HOt mail or OQutlook mail

Michael Henry THINGS YOU NEED TO KNOW ABQLITMAE
Mikel Joel Re: How belive?

Mikel Joel Re: Merino marts

Mikel Joel R2:Nefino martin

Mikel Joe . Re: Merino martin

Mikel Joe Re: Mikel

Mikel lee! i Angel

B Williams Adler ¥S § |» Hello Dear

right click on subject aanimivhisduas

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 2157 FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 85
TEL +66 0 2650 5771 FAX +66 0 2650 5776

http://www.acisonline.net




NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail 8 flugneu 2559

How to check the IP Address of the e-mail sender 25#%1 IP Address 310

uaanioudaIu (Scam Hunter)

" dupeui 1 1Faaan IP Address (Checking from IP Address)

= 1.2 Click on View message source aauiiniaiuni glaaausiuaiiy

@New Reply |v Delete Archive Junklv Sweepv Movetov Categorieswv e

e seeces. B O MAI Or Outlook mail

Michael Henry THINGS YOU NEED TO KNOW ABOUT ME
Mikel Joel Re: Ho €
Mikel Joe! Re: Merino martin
Mikel Joe enno ma
Mikel Joe Re
Mikel Joe Re
Mikel Joel Hi 1y
Forward

Mark as unread
Delete
Archive
‘ Jurk
Move
click on view message
source nani piamusiuail

View message source
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How to check the IP Address of the e-mail sender 25#%1 IP Address 310

o YA

amaa‘mwaumm (Scam Hunter)

" dupeui 1 1Faaan IP Address (Checking from IP Address)

= 1.3 Copy IP address number for search on www.whatismyipaddress.com

= feui IP address iield#wmniiu www.whatismyipaddress.com

nfo:4rS5l+elowCe79NzwdU2kR3P+ctNZsC+J

tion-Results: hotmail.com; sender-id=pass (sender IP 1is 65.54.190.37)
RA: williamsadlerOi@hotmail.com

ID-Result: Pass

X DKL RpwsL s Somn Hot mail or Outlook mail

X-Message~-Status: n:n

X-Message-Delivery: ViOxXLIE7dXMOMDtsPTA7YTOWOOQOM3tHRDOYOINDTIDOO
X-Message~-Info: CAs_/en"d"qFQV/ddk"..dR..echebﬂn'.Yn,'r.'-:eaa:f-ideEs: S+M2XD.L'qOBpS2:
Received: from bayO-omcl-s2é6.bay0.hotmail.com ([6S. « 130 39F) "oy’ BAYO-HMMC1-F5S.

un, 9 Rep 2012 14:54:16 -0700 g

Received: from BAY158- N3‘ ({65.5-‘:.,’.9..,5,.» by ‘bay0-omcl-s26.bay0.hotmail.com wit
Sun, 9 Sep 2012.24)45358<0700

ID: <£BIISH -wr;tr.z:"&saa.‘_nssnn;g%uea%n éphx.gbl>

Recur ath: williamsadler0iGhotmail.com

Type: multipart/mixed;

houndaxzs ..I" 9402£e94-2554~4835-Bb37~-TdR275ARK5166 "

Iif St U . Copy IP Address number for

From: Williams Adler <williamsadle mail

To: <tidteeld74fhotmail.com> search at

YIRS, Paiie Deex whatlsmylpaddress com

0
1
J

'.n

Date: Sun, 9 Sep 2012 21:54:16 +0000
Importance: Normal |P M
In-Reply-To: <BAY158-WE61DOF964EEQOSAF16C311238

AHAR DL UHUONAIHIRTIRB NN UMD TY
\

TR E T APeT "-‘"'A; PSR 187
e O R A whatlsmyupaddress com )8
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How to check the IP Address of the e-mail sender 25#%1 IP Address 310

e YN 1

DLUARNNBUHINT (Scam Hunter)

" dymaun 1 mann IP Address (Checking from IP Address)

= 1.3 Copy IP address number for search on www.whatismyipaddress.com

= feui IP address iield#wmniiu www.whatismyipaddress.com

(qmail 82025 invoked by uid 60001);

22 Apr 2013 22: i8 -0000
DKIM-Signature: v=1; a=rsa-sha2Sé; c=relaxed/relaxed; d=rockermail.com; s=s51024; t=1366670658; Db}

Jignature:a=rsa-shal; g=dns: c=nofws:

; d=rocketmail.com;

Copy IP Address number for

search at

S AbOGE VI acts 6T whatismyipaddress.com
(SZIRWTCnmqaW£GYTXOZ | fimAliem IP umiifidy ivalilfunndan

SANQ11GZ2uBnrXSZIF

B E

ZXMOFnMyYVSpQkIBMTauhr 20t oS8T . unIWBLODeyhi 1nVVEYASZd 1l xXSemyv78 | o P 4 - et
XEyQQBkz. 5XA_OCL1xGfUru.qHRIAY scXqé573JQd)12P2Q. MvospJTyvor | BMGATIA NRGNAT T INARIMIARTN
7dstN EQS10TCEIVekI1gOPARESCLXHVRXO0AyRxIVUImYn uidrducOE3s 1“11 Tﬂﬂﬁ\lﬂ’\#ﬁﬁllﬁ'\uﬁ‘n
lagZ kC3HZIXAOVZINOLPR2QQWCI) cUSHMOSAFQpmSHqiOPQTLyFSOLE 3 3

UT4 R1S5yediOoWIs9AcKzTHE6aN. WBIbOSDEEOPCqotbdGgwMipalils whatlsmyupaddress.com

3l [{112.101.201.147) 62705.mail.bfl.yahco.com via HTTP; Mon, 22 Apr 2013 15:4¢

01,SGksCopr¥bWilbnN1IHROYWSrcyBhbaQuaXQneyBzbyBib2 SkZXImdWwgZ2V0dGluZyBoby
rvice/0.8.141.536

Message~-ID: <1366670658.81768.YahooMailNeo@webl62705. . mail.bfl.yahoo.com>

Date: Mon, 22 Apr 2013 15:44:18 -0700 (PDT)

From: Michael Henry <mhenry808rocketmail.com>
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How to check the IP Address of the e-mail sender 25#%1 IP Address 310

o YA

DLUARNNBUHINT (Scam Hunter)

" dupeui 1 1Faaan IP Address (Checking from IP Address)

= 1.4 Click for lookup Ip address ldiaa IP #iRedTsnreuniind utanmtls lookup Ip address

o

. This site for check IP Address @ Whatls http://whatismyipaddress.com/ip-lookup
‘i) MylPAddress

*  www.whatismyipaddress.com MyIP IP Lookup Blacklist Check Trace Email Speed Test Hide IP ChangeIP IP Tod

Lookup IP Address Location

These details include the hostname, Geographic location
information (includes country, region/state, city, latitude, longitude
and telephone area code. ), and a location specific- rilap

Geolocation technology can never be- {U8% accurate in providing
the location of an IP address ~\When the IP address is a proxy
server and it does-iotiexpose the user's IP address it is virtually
ﬂ impossible t¢ Iécate the user. The country accuracy is estimated
at aboi’'99%. For IP addresses in the United States, it is 90%
accurate on the state level, and 81% accurate within a 25 mile
radius Olorld-wnde users indicate 55% accurate within
25km

W Please enter the IP address you want to lookup below
aSDIre 115.164.128.168 Lookup IP Address -

Related Articles Click for lookup IP Address
Tsas IP Hefandeuwing usonn
 Geolocation Accuracy 1ju Lookup
¢ Geolocation Database Providers
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uaanioudaIu (Scam Hunter)

v 1

" dymaun 1 mann IP Address (Checking from IP Address)

v
o

= 1.5 General IP Information and Geolocation Information #eyavialdrecan IP uazisiesreniianeifdeauad

General IP Information

115.164.128.168

nal- 1940160680
115.164.128.168
DiGi Telecommunications Scr, 8nd
DiGi Telecommunications Sdn Bhd
None detecied

l'ype: Brodeband

¢ Static IP General IP Information
Blacklist Check and Geolocation
Information
Geolocation Information Tayanalduany IP WAZIRY
try Malaysia 22 PRINBNNUNADENAIB L NAANYY

Kuala Lumpur L1
ity Kuala Lumpur
le 3.1667 (3°10'0.12" N)
e 101.7 (101° 41'60.00" E)
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el v

DLUARNNBUHINT (Scam Hunter)

" dymaun 1 mann IP Address (Checking from IP Address)

= 1.6 Geolocation Map and User Comments (must read comment from user) un IP & §snasulfiuas Aaziinausiud vizad
maudapeuangneeida [P % ludesnandufiouans uazpendiwimantiunazfandudeyaiiuinliongnson (avseulinteus welddsznaunis

Wansnndngdsuadifientiwinaenavizeli? atnele?)

istol 2 @
Geolocation Map Channel e
Bndaman ' BT . Map and User Comments
1 — ‘ WINKASBLNBR NISNTSHIBRY NIZNAUABN

v Surat Thani o = far o & v " - v ¢

° B i ! o o L wun vrewdenzlanedesle Assnenun
Prsee © * Rl aas T st a v ' y & - "
? e MAPQUEST L4a2m02043 Mapueat - Porions 02013 Nikwral Earth | Jenma,  gufing AasErulndaudelfseneuns
| R s S | RrsnirgRefiunddnnnindefavield

B L o [User Comments l ampie ' AL .

-8 AT — . o 2 s

2 tase : . fuurlindnaztlu Scammer
s Qs ol o R Please post questions in the forums AIBENS ( )

= 1‘ @M(“Lm Kuala Lumpur

BEWARE SWINDLER . 2012006
Map and User-Comments.... oy mucho cuidado es un tremendo estafador. . que se hace pasar por vanas personas.. . - 2012.11-1
“qnéldq‘ﬂ.tuﬂi HSNSSNIEEE NASNAY scammer now using the name of 1 izzy Karen Torres . 20:2.22.10
AaniuY viaudeetlsaafecls mes Ol Now using the name lenny Martins_ Claims she is from | ondon_England Accent is nat at all Botish_But she has all of
2 ® Lo "'r_.d ¥ x me" stor H rents | h her I 1S Be aware. Also sends
ABNLNUYATURTY ﬂ'z‘i‘muuwﬁuwﬂg- srhalpireng emails from an IP address in Lagos, Nigera. . 2013.01.16
JgEnaunIsRansn IR B IR e © Russian scammer using this IP on 1st February 2013.Reported her messages as spam to Spamcop - 2013.02.01
eSS W SR S ey Im getting a lot of abusive emails from this ip address would love to know his real address! - 20130302
A VLA 3
mapauest [oooon 52013 MapQuest - Porions €201 NakierEan | Jerm TIENES RAZON AQUI DICE TRABAJAR PARA INICEF AQUI DICE LLAMARSE JEAN MARY.Y NATALY CARMEN, TAN
. BRUTA QUE ME ENVIO DOS CON NOMBRE DIFERENTES CUIDADO!! - 20130404
[ User Comments I _ ahora se llama Nadezhda y es Rusa jejeje y utiliza un correo yahoo - 20130520
Please post questions in the forums Enter up to 500 characters in your comment about this IP address

No comments. Be the first to add one
Enter up to 500 characters in your comment about this IP address
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" dupaun 1 ieaan IP Address (Check
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from IP Address)

= 1.7 Copy Latitude, Longitude for search on Google Earth feid aziiqn, aesaqe el umlugfaidss

DiGi Telecommunications Sdn Bhd
DiGi Telecommunications Sdn Bhd
None detected

Broadband

t Static IP

DiGi Telecommunications Sdn Bhd
DiGi Telecommunications Sdn Bhd

None detected
Broadband
Static IP

{ Blacklist Check

Blacklist Check

Geolocation Information

Geolocation Information

. Copy Latitude and Longitude
e l Or  for search on google earth

n Kuala Lumpur - - a )
o KOS LI Rl az@an unz ansdian Walil

Malaysia =5
Kuala Lumpur

ty: Kuala Lumpur
je 3.1667 (3°10°0.12"N)

Copy Latitude and Longitude
for search on google earth
RoulRin axiien unz nasiqn (ite
A umuauRlugRauaw (u1afinns
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(IR A(101° 41' 60 0013) WUOIURIATLNY)
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o
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= o © b y Kuala Lumpur
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uaanioudaIu (Scam Hunter)

v 1

" dymaun 1 mann IP Address (Checking from IP Address)

= 1.8 Click on Google Earth (must install Google Earth program first) iiln Google Earth usifiasaslilsunsunauus uluien
LA

= 1.9 Latitude,Lonitude for search awiiianléine azfiqn,aesdqn Inaldirrasmuignansin ¥iagnin AUNANIENdNaedRqA U aedaqn ludes
v
A
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uaanioudaIu (Scam Hunter)

" dupeui 1 1Faaan IP Address (Checking from IP Address)

= 1.10 Finished! we found email sender aWisiinaniiamaizesiididmaguimiguin
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uaanioudaIu (Scam Hunter)

% 1

" dupaun 2 Auunaingidna (Searching from Images)

= 2.1 Search on Google and click on Images at menu bar \danifia uiaadniAugy Asamyinuuy

+You Search Images Maps Play Gmall Drive Calendar Translate Photos More »

]

Click on Images menu bar
i Google winmani Aug v
HULNSATLLIY

Google Search I'm Feeling | ucky
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¢y

amaa‘mwaumm (Scam Hunter)

v

= Jupaufi 2 Aumnainglde (Searching from Images)

. 2.2 Click on camera and browse an images from your computer for upload navuZangitesi/lnanglnm

+You Search Iimages Maps Play Gmall Drive

Click on camera

GO ‘ 8[€ panAgLInges

Images

!

= I
=2
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o

uaanioudaIu (Scam Hunter)

v 1
% =

" dupaun 2 Auunaingidna (Searching from Images)

. 2.3 Click on upload and image raniigulnannn

.seavchbyimage C||Ck on Upload an Image

Earch Googke wilh an image instead of ey - ~<' - S
mani alluannn

Paste image URL Upioag an image

“Seorch by imnge
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e YN 1

DLUARNNBUHINT (Scam Hunter)

v 1

" dupaun 2 Auunaingidna (Searching from Images)

= 2.4 Alink about this Images My Note : maybe...he is the scammer or not? But i think the scammer them took
some images from a real guy for liar you Link ##umnl1#ainginmn scammer 4sl#
" unnewadusn : e ldmena uasdansugindlunisdndula uazideaiuihyanaluninwli wazunaiyanalunimiiaslifonuesase usnoniaandn

wavaluanwaasden waanaau

(DI oo -

" ' And this the link about this Images
Note maybe... he is the scammer or not? But
I think the scammer took some images from a
real guy for liar you

tAatanfuvn Bsnnm  vansive Tuen s

Pages that include malchird’ images A9geunyns Usznaumslumsingulsusas uasn
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|
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How To Jon - Aslan Engagement

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 98
TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net




NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail 8 flugneu 2559

:

lOUAY Scams target you protect yourself
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1.2 #a9na2931lAsURUILINKALN Bluaadennan patrick.delaney@alrahjibank.org nMenadlatianvneindlaglilousy
ANSTIULTEN WIDULUULENASIasaeilatarnaunduly

TO
TO
Prechaporn meekaew Prechaporn meekaew,
We have prepared your transfer document which is attached to this email, please
kindly print it out and check the transfer document before you sien it and scan The cost of your transfer is MYR10,000.00 payable through our local agent account details below:

it back to us.
BANK NAME: CIMB BANK, MALAYSIA
The Malaysia LAW require that all transfer of U5$%30,000.00 and above must be
signed ACCOUNT NAME: SARINA BINTI ABDUL MAJID
and accept by the receiver in order to cub money laundry. Please feel free to
ACCOUNT NUMBER: 13020156096520
contact me directly on +601123716994 .ext 225.
Reeards, AMOUNT TO PAY: MYR 10,000.00
PATRICK DELAMNEY i ) )
Once you make your payment, then your money will be transfer into your account immediately.
(PP) Disclaimer:This message is intended only for the use of the person to whom
it is expressly addressed and may contain information that is confidential and Regards,
legally privileged. If you are not the intended recipient, you are hereby PATRICK DELANEY .
notified that any use, reliance on, reference to, review, disclosure or copying
. ) N ) ) . - +601123716994 ,ext 225.
of the message and the information it contains for any purpose is prohibited. If
you have received this message in error, please notify the sender by reply

e-mail of the redelivery and delete all its contents.
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1.2 viaonanNlasuRuIIuIuKls Biadawnann patrick. delaney@alrahjibank.org nMeundslaiiannunaunislaglnlouiu
ANSTIULTEN WIDULUULENASIasaeilatarnaunduly
Al Rajhi Bank ¢naniyl Cpan

n www.alrahjibank.org
Member Wire Transfer Form

Date f Request: 10/07/2013

1ing Member's Name ((

Micheal Joe
Bank Account$ harge 02771832673

Memt Jdres ‘Lty/State: 104 A-B, Jalon Sultan Ismail, 20200 Kuala Lumpur,

od Numbe ID on File
Not APPLICABLE

Signature is Required for US$30,000.00 and Above (Receiver’s Signature)

Wire Transfer Instructions
US$50,000.00 (1,564,230 THB)

1: Slam Commercial Bank
Siam Commercial Bank (Siamcquar Branch Bangkok Thailand).
333 Silom Rood, Bangkok 10500
Routing ansjit SICOTHBK
Bometiciary):  oeox  xeoox

nt Number: 038-453937-3
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U U

\Wedane Mail Header voamtafgnuasuudasdiuaasianuagaall

[V] Gmail - Hellow... Good new for uou... x | [V] https://mail.go...21

Delivered-To: . @gmail.com

Received: by 10.143.32.17 with SMIP id kl17cs135
Wed, 13 Apr 2011 18:33:59 -0700 (PDT)

Received: by 10.223.15.147 with SMTP id k19mrilS8:
Wed, 13 Apr 2011 18:33:58 -0700 (PDT)

Return-Path: <www-data@emkei.cz>

Received: from emkei.cz ([77.78.105.135])
by mx.google.com with ESMIP id 22481952
Wed, 13 Apr 2011 18:33:58 -0700 (PDT)

Received-SPF: neutral (google.com: 77.78.105.15
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U

nsUasuuUasisnaniuleduileein https,//emkei.cz/ Inedininivlenaail

I e Y (T RN e

':’ darmwy ¥

Free online instant mailer with attachments, encryption,
HTML editor and advanced settings...

miniGambler.com f you are
interested in.

Thank you in advance for
supporting the existence of this
site.

* Chooae File No fle chosen

e Nl

Advwced Settings

Ecdor

* fext/pen text/htmd
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6

nsUasuuUasisnaniuleduileein https,//emkei.cz/ Inedininivlenaail

From Name: [Bil Gates

Erom E-mail: |bill_gates@microsoft com

To: Iqlrqu'x)lw-_' com

Subject: [Job Proposal

Reply-To: Iqlro-,rﬁx_)yrnaul com

Errors-To: [mroy@vma-l com

poc: |

Attachment: Choose File ] Rohit Chohan's Resume doc

Priority: © Low & Normal < Mgh
X-Mailler: [Microsoft Office Outicok -]
Add Header: [
Date: [Sat, 15 Jan 2011 16 61:57 +0100 F Current
Charset: [uf-8 L]
Content-Type: © text/plain @ text/html ¥ Edtor

'(:x‘: MHello Maohut,
'y Bl Gates from Microsoft corporation, yesterday my
Swmcrotary Torward your resume Lo me , we saw it was TUllfd our requiremient

on company , t's Job Proposal to you for to be a CEO of Microsoft
Corporation '

Awniting reply
Thanks & regard

Dl Cates

|B_| Z U A< B W W W | styles - Paragrooh -
= = g | - b B J & e
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1.4 ¥aaNA293RINTININY widelalUameileuluviausindsema Naudvzsidounumiay nsumsdamay lunis
awmzidguiumbelalviseasiden Yo ana N19g wagrneaunsAng nSeuraudanuUseasn 11reanisazluvhaunsiisseina

W Lwasiu tnvald 8angw Wusu Tus qumisisnsiueenty Fuleamsidouwdunteazldsuinsuszandisenislun 1w
sinsUszina (An.1) Faduduneuveamnes wnis

12047 - Adube Teades
Fle B View Doowwment Took Windew ey .

b} L ' _e s . —

W London - Leicester Square

Dear Mr./ Miss

We dare to bring to vour notice regards the job vacant: which we have in our
hotel. We have been seeking for workers. Please kindly read the above attached
file to find out vour favorite position which YOU can fix inn, we are expecting
vou candid response without hesitation, to enable us to process vour visa and
vour working permit immediately, below is the requirement which is needed from

VOolu:

c W » U !_J_“
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1.4 ¥aaNA293RIN1TIANINY widelalametleuluviausielssma Naudvsidounumiany nsunsdama lunis
awmzidguiumielalvseasviden ¥ dana Neg wazmneaulnsdny niounudsnnuussasd Mdeinsgliinuinesemea

U

WU sy 1nuald 9enge WWudu Tus undinnsiusenly Judisameifoundindearlasuinsuszddgdesnsiun 19w

U

1 d" I3 gj
AINUTENA (AN, 1) FUUUVUNDUYDINIITIVNG

tre L quare, London, W1D 6QI

\"WA W London - Leicester Square
HOTELS 10 Wardour Street, Leicester Square, Lond W
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Scammer
Profileviaan -
o stff fwizon 2.\@3035NuaY I
2 iy % MIAUMPINGIHY -
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Facebook/Tagged ¢ = = =
)" 3.9 mun.(55n9) Hlgwmiit
LUeia yalyeloudu <
FL T 2ngetuauduiug 1917184 *
QU Y93 UMUINTYS ! ;
| : nsénd + Email T
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2.1989NaAWNTVBUANIY L3UINNTUANIANUALLAEIAENITHARLHUNIFacebooklnsnyinUees d98id (U1
nsdmedennunsnlasveuneiumie tngldnaadauaivaunyssana 1-2 Weou Aoenuinii szveusanu dinmsdweunli Wy [u ves
WS Ipad Iphone usvsiiuaraduinvzdunddlveiisaunszviunissrsdrindudmihiivessaning wdwridwanunie urnsivaeunuindng

Tuiidu wesdersssunflounwazainid Jdlvivgeloutululy lneiudnd vee wa. A (Wwauud ) su1A13 B fregegunaniladammiems
d

vese (= | T
iy
P '
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HINGLY HETAR SENOBRS COFT FOR YOUR MEFERENGE

wnansildansdanisuuds  feenal

COMPANY NAME HERE D.H.A LOGISTIC SERVICE

ot _‘;:_,,A_( ABWAY BILL St v | R ] ﬁ

o =] o

I CIT =

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 2157 FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND 114
TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net




NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail 8 flugneu 2559

Waune waRnisalnvanadsinltvasnaiinun1sdumasiin
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2.3 veenaasdaenisdsieniaidutae Aamemsaiitliaadaifeiudns ysanineinstiatieaiosniusmsuasaeanimenaiilid d
wieAriduFens wieulvesnsunwielilifnse fauesinsduie +2308137360089 3Tusiounscammerld e-mail uis
uimdeiynsanldininuimegilsmennadomnennmstiaresanammiu saedennsituwds nuefoyyinlvesnainlsmeiuiald u
scammerfiniyymidoseninumeunatesynsan deeinwvianansl 865 Ssscammerlda1eluudn$1,000 wardsaundedn $865 winliy 15
Favmavmeagliliynsaneenainlsmennia SusHiddrnasinudliannsalinuldlu Afica iesinszuy Banking laisaaiutnslag scammerds
yemnutsaenmbe vedeslivdoleuliuduiivdon 1wau $865 ilotsdeAnvImeIuIaveIyRTa

il dtac 3G 9:32 @ 65% =3

G
L

How are you? am very excited to hear from
you and I hope this very conversation will
bring something positive in time to come. Let
me first introduce myself to you as is very
important you know where I am coming from,
who I am and as well as for me to know who
you are too before we move ahead in
communicating with each other, How about we
get to know each other a bit better and see
what will happen. I want to tell you about my
fate when feeling are so powerful it’s as if
some force beyond my control is guiding me to
someone who can make me happy beyond my
wildest dreams.

my name is Mikel edward,am 45 Years of
age,divorce and have a daughter and a son,,am
originally from Scotland,living and working in

— - ot —_—
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A a o A vo a 1w A o @ v A Y =
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Profile Yaausnalu Aaudu anansui

MTHAI «iusn  doidu domsiboo G0N G0 dodwusiand  0&Auoo

a5 Srudaasmaiaill ‘aadu mansuit’ naantiuanithu d1u aady Budy Biddiued bideian

weAale Juauns ana 21 1 daasmnaienaiuamaiswianasiu srudalnslasudasauiiluaudu uaznssvinfia wau.eauiinmas i
uhrayaduiuia andinanasisdumsinuldsumsassianufiafimduairanasnmeomatulad wia dan. Juaud ldfivasin
thuNynaniiag ATIMWIINUAST
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fasmnanane uadladeniatasldudinduisninsadiasa madads 16 Jawhudsanuddiuad

el MAMsAaLY MaAnty nsfuasanareinvinlddraanudnazuas Wisvindluaieusa vaandidemedios 3 T we'ld@umn
Wigesaden :au 2,000 v 61u wedu aansui uduagbitiiwihfiddiuadadefeiiandudiuauaeianuaaiiamna
dsgiani wiaussy madluwnadedlraa WidniludasTauBuniaidaa 1 alag unssunedanavabididameninudeanudiu
AU mhAWadaauIunuddnssinfiainddiuad dalal
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:

7 38magaudgnnduiitia Romance Scam isaly?

Romance Scam fifon1suaenadimds @weflauld eg1Uszum) menisyane n1suen wsensasdua @
fornniunsiv vievilimdeidoinAnanudn viennmauin lidela-meladeitnseineg (L1saueamy
pudu neeasvilmidulinsuses Weassmnulidedels) warlufianavveBuiu naenlwdsenandn
v3evaemaefeIsnsee Mdudunsesewmieins naameviluiGeRam Fadumafitnaenaisin
fialulan (Nigeria) N1 (Ghana) lere3ladad (vory Coast) WsaUsTnALensnIne SumnTaane nauALIIY
wntdwiAuuity

dUNT1ENITNAVUIMNNGUAUNINUAD

A

919gnveiuiy vefudses veliiudanu (eazvoidiegiladnennviedsudymnidulng enagndeu
QnINTY Qnaiene Qnuelvivudwanin (au3siuAn Anannasndin) gnieleantuvineu (Work permit) Tu
flano1aazthuignvesnaldiduiineniu leufumnlugenn dueieaglaudormasnarafuangdu

(Frognatu we Alunasniiu ua. B wdlidsduurludasiauuide ua. ¢ wisludydvens ....0199zlau

srrmannaniulugiusdelnanudug vl whidline e1vvedeshnumBudsiu . audewni
A8 MINTNANFIU 1 Wiavese Unsuszavu (D) M%awé’ﬂgmﬁ'uq wuluiasa Unsiashn westia® awnse
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:

7 38magaudgnnduiitia Romance Scam isaly?

7 ﬁqmm'jmmmmﬂumﬁa Romance Scam #39 L

1. Have you been on a dating or social network site in the past 6 months?
Aadmean/Aursonanefunguniiounadnlugigia 6 weuikuumsaly?
2. Has someone fallen in love with you quickly?
= a [ 1 < G 1
TlAsUNAUNANTRUSNANBENTINE SO Lal?
3. Do they immediately want to leave the dating site to use IM or email?
v [y 1 < I3 1Y A 1 1 < & 1
WINLVIBYINISYIYAMNAYNUNTULIU ‘lULﬂUﬂ’]iﬁﬂsU@ﬂ’J’liJ%i@ﬁﬂ@LiJﬁEJEJ’]Qi’JﬂLi’JWi@lﬂJ?
4. Do they claim to be from the US but working overseas; Nigeria or UK?
WINWIINIT U1INBLITNT UAselUvussUsewe wu Tulke wesingy levsela?
5. Has someone asked you for money or to cash a check?
= a 1 a A a & v < dq{ a [ Y A o
ﬂmmaiaww*&muu Mi@%@l%ﬂmw’]LGUﬂVLUGUULQUIMLLﬁ’JVﬁE]EN?
6. Are they coming to visit you soon but a event prevents them from visiting?
a a v a 1 a 1 o 1% M Y A 1
WINVIIUUVUNTNURAUNUN LLG]WL!LﬂﬂL‘W?]lﬂ’]ﬁﬂﬂllﬂ’]ﬂEjui/lﬂﬁll’]ﬁ’ﬂlllﬂﬁi@lu.7
7. They have no close family or friend or business associates to turn to

winliiaseunsveafnlndte/ e uain/ifiousiney Negiuntliielaae
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Spoof Email #38 Phishing

SudUasuviefiisnSensuin Spoof Email %38 Phishing ﬁ?mﬁuﬂﬁgmﬁwﬁzgﬁ’m%’u;ﬁ%muﬁumaiﬁm
Sudwariinanidunisueudidannuienifitedss wrazvelilineundulneladoya iudmmasin
Unsusenvu visesian i Uay gy

dnwniziialuvesdludvaanans

Toyarelutazdiwlilinuandumieuss spoof Bludivanil uaraunsmi Ul lumsfinnsandudiidunan
Utsneg lallanziudiud winndlefinuiinisihssnssuesulat mehuwnile szduseds spoof mail
Futes Aeagiuuurledilinalddoundius Swduuuiiulddaindududuay uasaalinislidoyalan
G

SR
[o LB o Pt Sy e g B Dl [t Yeew jroort Format ook fotond Hel

securitycheckifo bay com
e Curshoener
L# &)
Salept: Spomnty Cheoh

e

Please Sign In...

| SRR For secunity rébsons pléase ré-enter your user

. ID and password,
Protect Yourself from Spoof Web Sites

eBay Usar 1D [

' o dan MEe wie your regiitersd afaail.
d' - Account I
Guard

eBay Password |

ERiat vous padivard?

7 Subma

@ Having problems signing in? Get help now

Gef eBay Toolbar with Account Guard (-
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N15M52960UBEN9A3129) NDUAUUNIINDLULAS M5 LY

| Ee Edt Wew [nset Fomst Took fctions Hep
Fresn:  aw-confimmidisbay. com 9

T Custamear
e
Subject: Ebay Acocount Verficalion

Dear =Bay User, a

During our regular update and
verification of the accounts, G

we couldn®t verify your current
infoermation. Either your infermation
has changed or it iz incomplete,

Az a result, your access to bid @
or buy on eBay has been restricted.
To start using your eBay account fully,
pleage update and verify yvour informatiomn
by elicking helow:

https://scqgi.ebay, com/VerifyInformation

Regards,
cBay

*e*Please Do Not Reply To This E-Hail A= You
Will Mot Receive A Response®=s®

Example Spoof Form
o - = gl Yo & o ¢
dyqrausouindwananlasuiu dwauaau

A. Email address ¥0§a1 spoof email sinagszydiauasulilutos From M uaz

I a

viassnlunsuaen imilowdwandiudldegass. (From: billing@ebay.com; From:

eBayAcctMaintenance@eBay.com; From: support@ebay.com).

B. AMAIUAU Spoof Email F1UIULNN AsTUAUMEANINIET9 LU 1Ku "Welcome eBay

User."

C. s Seanudwindiudmaidmandeya wieUndyld egnduivialutel

lenansiudagyiteyavesnamie ltdseuin

o w a

D. voniUaydvasnaumasiilagnn Spoof Email dulvagjasnasnlinauiedn el
wansadlainduiuindnly venu wasiibinaliaiunsede vievedusuudiugle

v g
a

minlaignandayaluiui

E. A9Rludud

(3

fasinlunanedwdaziiaedtd Wiumeausdsrnanifiena dn1suasunlacle wuniu
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N15M52960UBEN9A3129) NDUAUUNIINDLULAS M5 LY

Example Spoof Form
Dhe [ Hew jroort Formab [oos jotons el
Frome  smoupsycheckffetay com ¥ = = ¢ ‘19101 < a I3
et LT deygnanauaanaalasullu awadasy
:;h‘l' Spcupty Check

i * ¥ 1 £y

eh F. 90U0yasIum
| i ses . & v % | ) ' Y Y]

Flease SonIn msiileanuluduainnsvelvinn ladeyadiui wu user ID, sy wiowauUnyd

For secunty rédsons plésse ré-anler your user

a a & A g s e v A sa & - A & o ¢
10 and password, SUIMIT I@Uﬂaﬂaﬂﬂ Mi@lﬁiuWaimﬂﬁmﬂuaLmaﬂL‘Uu N15UNTANBLUAUUDITUDLUG

eBayusarid | naonaa Ui
Wou can Mg e your regiitered amail.
aBay Password |
E2ropt your pasivord® v = < a v a & A & a a  §
S ﬂﬂﬂﬁ]%m@\‘mﬂ’liﬁaﬂEJ'L!L“ZJ’]i%‘UUSLG]G]GUENE]LUEJMi@LWEJ‘WWa ﬂj‘m%ﬂﬁ browser agWun url
@ Having problems signing in? Get help naw 1RERTS WU www.ebay.com %38 www.paypal.com limsaanainasalusiug

wdansiasudwavasulaedslulan spoof@ebay.com
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N15M5238aUaE19A3129 idlunUasy

o s T
|

LA LR R

- — - - -

-~ O

« ttps://scqi.ebay.com/saw-cqi/eBayISAPI.

Ij]_\

1?Verify 2
L —

Poring war opudar wpiets and i ficatass of She sarenin, w
COMlInTE warify pent Saaret fafernet bon. Bithar peer aafarsat e
B s L U LR T T

LT R T TR TR A el iAl AT DT afe e at Ans

b
- |L_=T—
l'-.:.-'" - 3 7- 7)7 ‘! 2 a,-.,.,f" h

] Wi anirrn

s

yaR JAV

B

eh VDN i o { oty

I

http://www.ebay,.com@68.32.192.,192/scgi.ebay.comy's
IR

Enter Your Personal Information
.

Social Security Number
Mother's Malden Name

—

Spoof Email sinazldasdluiiiuleduasy

Y 1 £ ] ! Y a a L3 v v [y A& a & a
INFIYNMPNUYI AATILIIUNATIAAlUBE Tilanseiu URL Mludedasen
Aazslaegnalsdn Auegluiulyidiudasan

= s & al v
Aulendiugngneies

& a ¢l 19 1 o 2 & = ¢ a - = 1
nssvyiivdiudnnaudieguaiztiu LuAuledBiugase agi .ebay.com Faazdias
agnawATomIng /" win Tudiegeans lsadunaitagded " neu eBay.com 393y3
Tontumeivlensiugaseg

fogne url vesiuludvasy -
http://signin.ebay.com@10.19.32.4/
http://signin-ebay.com/

3 2= 6 a
Hulwddiugas:

https://signin.ebay.com/

' a a a I3 | P @ a ¢ a = | A Y
agndndertudamnanliuilaindudedvenimsoll lneameilieduauuiinig
YolvinNsEUToLAN9NITRY
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v o 1 Y 1
Ananegnglsuinladinalaay

O 0 e P P Ik e 150 AEusaAIUANBaTLTY Spoof Mail 1na1ills e
Frem  ssalpthackeycim 9 9 Y a o 1 A
= anunsadesiuliilvdeya mansiudilva lnelivawie
Sabdpct:  Spcunty Chick 2 12

eh gud wiadl uenantu Aulialsivdeya Anse Taya

o U dl

dusudendu visetayadiAgaus TuBwdiu

Please Sign In...

For secunty redions plesie ne-enler your uler
ID and password

eBay User 1D [

You tan sire vre yow regitared ammad ANANNN3AT184IU Spoof Email 1inunladnee

S — mnaadliudlaidudtu snandiudatadeld auaunsnrenuliBiugniy
Sﬂl FaeFidaolul

D Haveg problems sigrng 17 Get help now 1. dedddluly spoof@ebay.com

S LS RS S SO £ agUAsudadiud (Subject Line) visadadiudtiuundy file wuu

| Ble Edt wew [nsert Format Jools Actions Help
Hed B S 2 R |BI @S

| Norma + Verdana v |10 = |A

To... Ilspoof@ebay.com
e, ||

Subect: |FW: Account Update Requested

(attachment) MnyULUAzYiN s Ins19dU leend sy

3. annld forward Buduililsua Auaunsaaudwdtundlle

Il Retum=-Path: <suspend@ehbay.com>

12l -TO! ~afact’ Fr

De wgrcd‘ ro: |f> . Af. (@ ‘ IMITED
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vaIRuUaRANY

FamrsufjiAideasdeinnnuenaldfudiudiivasnans

*  pdwaludiu My Message dauimﬁué’aﬁmémﬂﬁwéﬁLﬁm%’aﬂﬁ’uamuwﬁma finazeglu My eBay ¢ ag13lsf
p vsaTiBudTidniunudiudniing (Wu Mndiudussmaiu vieBiugasalud) envasliegludiu My
eBay v09An frtu mnluddfinuldsy fnsvelinusesdendudilulidoyasinen nsmnda browser Tul
it lainrseananndsdiflunludig

o Smsszyiefld SudiifedestuaniusydBiud asfesdinisszyle wazdoeBay ID vosnnluradu 11l
QIHGIGHE

o aunubi¥a msaunihidluaiesreuinevesnaes wazasaaeulviuleimeniuiilostulifauasy

=

J2UUURURNMIveIRauduesTuNsnavaIdaLELe

v A Iala

*  wiunsrganuRaUnFvelnyd. AumsnseaevanuzUndvesnaulussey wisliwiladlidfnssuleiinung
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1 U a o U

* WasusauUee . A yTvesnumadivaonis aasiuasusianiuluiug
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vaIRuUaRANY

v a va A v Yo ¢
‘U'e']ﬂ']'i‘lJQUC‘lLﬂaﬁﬂﬁﬂqqﬂ]ma'ﬁ]‘lﬂii]ﬂL&Ia‘VI‘Viaaﬂa’N

A o

o aghldsvianuaniu iedssiuldlvgnnluluedeyaludatvesnm aunsainlugleyaduladn mnauivayd

fdannnin 1 Uad udastydesisfmihunueninaiu wazlusiaru msUsznoufeonsvildeuasfias
delviEliuszasaanmenldoinia

*  Fadesumaviellruinsinsasin mnnaunasnsendeyadiusadluivleiviedudfiaaindudiud
viaanad nanAndelmihfisunasvetngnsisluriui

«  swnumsluedeyatyBild mnanAnitaddldgnulue nansenulud
http://pages.ebay.com/help/confidence/isgw-account-theft-reporting.html

®  37837U Spoof Email wazulgRnaanais

*  msnenududuazivleiivasnalsiidanandiuduiemenia slisansoduassBuInnIaenan

U

Reniuld wazdianunsaudsgliuinisduwesidn Tiudeaiuledvaiu iieldlvaundnviduandumie

ADLUATIONTINUIINDLULNIT spoof@ebay.com wazauiis
N19197W1NNENIEA LN spoof@paypal.com Lazauiis

e

7S99l Account Guard feature of eBay Toolbar Wiewdadulenuasy

ACIS PROFESSIONAL CENTER COMPANY LIMITED

62 THE MILLENNIA BUILDING, ROOM 2101, 215" FLOOR, LUNGSUAN RD., LUMPINI, PATHUMWAN, BANGKOK 10330 THAILAND
TEL +66 0 2650 5771 FAX +66 0 2650 5776
http://www.acisonline.net

151




NMFAATIZRNGUKNTZNNAMURADIYEYINTTANIIABUNIADS LUFUUUU Fake e-mail 8 flugneu 2559

LHIBUAYUIRITN

s B :',‘:‘h 3 ¥ e — .
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woanssuiasdauaziintnailunguiaandn dall
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vaenae liflauluaauaiasmiinlag ldivangrunestisaautimenousadals
dll a 1% 9 o 1os o 6 a o o A ai
WalauRuuio funsazwadall ldiuedwd wazlalnsdniviilungs
dl d‘ % o |°9/ o o v 1 a
wasume waziuednaAniilaidniu nldiansdenissinniu
ipRaLienduAn Litreiududineulnasiteinaslautulineuas
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LHDUNYNARNTNNAYULATHAIIVI6

Original Message -
From:Ralph Nelly <ralphnellyl @hotmail.com:>
SentFri, 03 Oct 2014 13:11:22 <0700
ey |
Subject:GET BACK TO ME NOW

Thanks for your reply....Am Ralph Nelly from LONDON....i will like to buy this item for my client in West Africa as a gift and 1 will offer you
20,000Baht for the item Including the shipping cost via Thailand Post - EMS SPEED POST to my client in West Africa and 1 will transfer the money to
your bank account immediately okay..so kindly get back to me with your bank details below so that | can transfer the money 1o your account

immediately without any delay.and also send me more pics of the item Thanks

BANK NAME.....

FULL NAME.....
ACCOUNT NUMBER.....
SWIFT CODE.......
PHONE NUMBER......

Below i1s my client shipping address below:

Name: OLUSEGUN LASISI

Address: NO 50 QUEEN CINEMA ADEOLA STREET
State: QYO STATE

City IBADAN

Zip code: 23402

Tele: 2340855676213

COUNTRY...NIGERIA.

Awaiting for your quick response

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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3n: “banks jane” <banksjane2020@gmail com>

Juil- 22aR 2014 12:14

¥i¥a1: About your Tag heuer carrera300sir1887
)

A
Hello Kie,

Thanks for the reply ] am perfectly okay with your price for

the Tag heuer watch.| saw your watch on OLX in Thailand
Actually i am a British and a member of the NGC's for health
matters but | am presently in Africa with my husband because of our
Health Organization Program which will last for about a month This
program is to create awareness to people about various diseases its
causes and remedy This is the reason why | am making the transfer to
you from my bank in London as | am originaly a British

I want 1o buy the
weatch directly from you and you will send the item to me by FedEx | am
perfectly okay with the price for this item

| will transfer the
payment direclly 1o you in your counlry from my international bank
account in London

So provide me with
the Price for the Tag heuer watch + FedEx Shipping Cost.

Also send me your
Full Bank Details for the payment transfer to you

Below is my Address
for the shipment as soon as the payment is made and approved by the
bank in London

Name: Mrs Jane S. Banks
Address: No. 5 Purple Street,
lkotun, Lagos 23401

Country. Nigeria
Phone: +2348071099073

Waiting for your
reply with the total cost for the payment including your full bank
details for the payment Also i want you to devalue the item when
preparing the FedEx courier Invoice for the shipment so as to reduce
the custom duties to be paid by me when receiving the item okay | hope
you understand

Thanks Mrs Jane

ACIS PROFESSIONAL CENTER COMPANY LIMITED
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(13474 6387 ] 8215 5882
(164398722 ] 0222 8787
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ool
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Chech codes off after use
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o Codes generated on Feb 26 2015
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Keep them somegiace accessible ke your wallet Each code can be ¢ nl N
>ave L -
Rurning out of backug s OB ME NEW ONES ¥
nly the lnest s#t of backwg ey will k
Generate new jen
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From: PayPal Billing Department <Billing@PayPal.com=
Subject: Credit/Debit card update
Date: May 4, 2006 08:16:08 PDT

v & ¢ a a . . To: @bustspammers.com
3. szanavladussianiluds (Phishing) Reply-To: Billng@PayPal.com
UaaunUasanwusuasdiua PayPal

Willaudunlagsuians andun1siu veesvnie .

SuniiFeides FaininTeawmnnen1sn & wazsukuusiua
- . AU W , rd - < Dear Paypal valued member,

WLDUAINIAINUSENAINED Lagiilarvesdiua awidums .

. L Due to concerns, for the se_lfety an_d integrity of the paypal

venligldusnisaniunisedidlaagiants Fanuldun Focount we have issued fhis waming message.

It has come to our attention that your account information needs

Aonsmaenlinandsifiegludua iievinisnsendeya to be updated due 1o inactive mermbers, frauds and spoof repors.
Y Y

If you could please take 510 minutes out of your online experience and renew
your records you will not run into any future problems with the online service.

G]I'NG] Em%ﬂ%ﬂqﬁaqﬁ]iﬁ%uéﬁ@ﬂ']']lIGLUL%Q Laﬁ]u ﬁ%ﬁ]ﬁdméyj Lé?jlu However, failure to update your records will result in account suspension

This notification expires on 48.

« 1 o a (% a v A o [ 4
Mqﬂ‘lmquU‘Uﬂqiﬂqaiu 15 U WWQU§UwNﬂquﬂqLUumaq Once you have updated your account records your paypal account

service will not be interrupted and will continue as normal.

UaUsN1sUeIvINu”

Please follow the link below and login to your account
and renew your account information

https:/fwww. paypal.com/cgi-binfwebscr?ecmd= login-run

Sincerely, http://66.160.154.156/ catalog/paypal/
Paypal customer departmérm
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Y o a v o 2 a o e Woaoulkaaow AVG Uaou
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